JlaGopaTopnas padora Ne3

3ammTa peectpa OC Windows.
OrpannyeHHoOe HCIOJIb30BAHNE TPOrPAMM

1. Peectp Windows

Peectp — nentpanuzoBanHas 06a3a JaHHBIX, KOTOpas XpaHUT BCE MapaMeTpbl HACTPOMKU
CHCTEMBI U Pa0OTAIOIINX B HEW MPUIOXKEHUH. B 3TOM cMbIciie peecTp aHanoruueH ini-gaitiam, a
taoke (aiam autoexec.bat u config.Sys, KoTopble HCIOIB30BATUCH, B PAHHUX BEPCHIX
Windows. [Tomumo 3TOro B peectpe XpaHUTCs UH(OpMAIKs O BCEX MMEIOIIUXCS anmapaTHbIX
cpenctBax, cucreMmHas nHdopmaruss OLE, nadopmarus o koH(UTypaluu CeTeBBIX TapaMeTPOB,
a TaKKe O CBA3SAX paCHIMPEHUN UMEH (DaiiioB.

Peectp comepxut pazgensl (KiIouu) W mapameTpel. Pasznmensl peecTpa MpeAcTaBIsiOT
co0Ol KOHTEHHEpHl, B COCTAaB KOTOPBIX MOTYT BXOJHTHb KakK BIIO)KCHHBIC pa3felibl, TaK M
napaMmeTpsl. Paznenpl, Haxopsmiuecs Ha BEPXHEM YPOBHE 3TOH HEpapXUUecKOl CTPYKTYpHI,
Ha3bIBAIOTCSl KOPHEBBIMU pa3JielIaMH.

Peectp Windows NT/2000/XP cocTOHUT U3 ISATH KOPHEBBIX Pa3/ICiIOB:

1. HKEY_CLASSES ROOT - comepXHT accolianuu MEXIy MPHIOKCHUSIMH W THIIAMH
¢aiino, napopmanuo OLE, mapamerpsl coBHaarOT ¢ IapamMeTpaMH, PACIOJI0KCHHBIMH B
HKEY_LOCAL_MACHINE\Software\Classes;

2. HKEY_CURRENT_USER - coumepxuT moib30BaTEIbLCKHA NPO(HIb TOJb30BaTENs, Ha
JAHHBIA MOMEHT 3apeTHCTPHPOBAHHOTO B CHUCTEME, BKJIIOYas I[EPEMEHHBIC OKPYXCHHS,
HACTPOIKy pabodero crosa, mapaMeTpbl HACTPOMKHU CETH, IPUHTEPOB U MPHIIOKEHUH;

3. HKEY_LOCAL_MACHINE - conepxut rnobanpHyl0 HHpOpManuioo 00 amnmapaTHBIX
CpEICTBaX U ONEPALMOHHOW CHUCTEME, B TOM YHUCIE: TUIl IIMHBI, CHCTEMHAsl aMsTh, JApaiiBepbl
YCTPOMCTB W YHPAaBJSIOIINE JaHHBIC, WCIIOJNB3YEMbIE TPU 3amycke cucteMbl. WHpopmanms,
coJiepKallasicsi B COCTaBe 3TOTO KJ0Ya, JEHCTBYeT MPUMEHHUTEIbHO KO BCEM I0JIb30BATEIISM,
3aperucTpupoBaHHbIM B cucteme Windows;

4. HKEY_USERS — conepXuT Bce aKTUBHO 3arpy’kKeHHbIE MOJb30BaTeIbCKUE MNPOdUIIH,
Briouass HKEY _CURRENT_USER, a taxke npoduins mo ymondanuto. Kimrouw HKEY _USERS
comepxuT BinokeHHbId Kkmou  \Default, a Takke apyrue KiarouM, OIpejeNseMbIe
uaeHTUPUKaTOpoM Oe3omacHocTH (S1D) KaX10T0 MONIb30BaTENs;

5. HKEY_CURRENT_CONFIG - comepXuT KOH(PHUTypallMOHHBIE JAHHBIC I TEKYIIETO
anmapaTHOTO MPOQHIIS.

Bce nannple peectpa xpaHsATCsS B (paiiyax, KOTOpBIE pAacIojiaraloTcsi B KaTajiorax
%SystemRo0t%\System32\Config u %SystemDrive%\Documents and Settings\UserName.

Jlns mpocMoTpa 1 peaaktupoBanus peectpa B Windows XP mipeiycMOTpeH CTaHIapTHBIN
koMnoHeHT: regedit.exe. IlosBuBIIeecss OKHO pasaeneHo Ha JBe oOmactu. Jleas maHesb
0TOOpakaeT MEpPapXHI0 pPeecTpa, OPTaHM30BAHHYIO B BHUJEC BETBEH (pa3/ieloB) M BIIOKEHHBIX
BeTBeil. B mpaBoii manenu oroOpa)karoTcs TEKyIIMe MapamMeTpbl BHIOPAHHOTO KII0Ya peecTpa.
Kaxxapiit mapamerp xapaxkTepusyeTcsi HMeHeM, oToOpaxaembiM B crondie Name(Ums), Tunom
JaHHBIX, OToOpaxkaeMblx B maHenu 1ype(Tum), u 3HadeHueMm, OTOOpa’kaeMoOM B CTOJIOIE
Data(3uauenne). Jlna co3manust pasaena HEOOXOAUMO B JICBOW MAaHENH peJaKTopa peecTpa
BBIOpATh KIJIIOY, B KOTOPOM Bbl XOTHTE CO3[aTh HOBBIM KIIIOY, M 3aT€M BbIOpPATh IYHKT MEHIO
«IIpaBka -> Co3pars -> Pa3ges» WM MyHKT KOHTEKCTHOro MeHwo «Co3natrs -> Pasgen» u
BBECTH Ha3BaHUE pa3fena.



2. Obdecnieyenue 0€30aCHOCTH peecTpa

PenaktupoBanue peectpa OCyLIECTBISCTCS C MOMOILBIO CHCTEMHOM yTrinThl regedit.
ITporpamma regedit mo3BosieT:

1) YcranaBnuBarh Biajieliblia U IIpaBa JOCTyIa Ha KIIOYU peecTpa.

2) YCcTaHOBUTH ayUT Ha IOCTYH K OTJEIBbHBIM KJIIOYaM peecTpa.

Jnist TOro, 4ToOB! YCTAaHOBUTH BIIAJIENbIIa UITH MpaBa JOCTYIIA Ha KIII0Y peecTpa BEIOEpHUTE
B JICBOM IAHEIM WHTEPECYIOIIMM Bac KJIOU U BBIIOJHHUTE IYHKT MeHIO «Pa3pemieHus...».
HaxaB Ha xHONKY «/lOoNMOJHATEIBbHO» MBI NIOIIAJJAEM B CIIEIYIOIIEE OKHO C JOMOJIHUTEIbHBIMU
HacTpoiikamu Oe3omacHocTd. [[nsi 100aBIeHUs HOBOTO pa3pelieHusi HeoOXOIUMO Ha BKIIAJKE
«Pa3pemienus» HaxaTh Ha KHOINKY «/lo0aBuThb». B mone umeHu cieayer BBECTH HMS
M0JIb30BATEN, 1151 KOTOPOTO0 HEOOXOAMMO HACTPOUTH pasperieHus u HaxaTh «OK». YcranoBus
COOTBETCTBYIOIIME TaJIOYKU Ha Pa3pelICHUU WM 3alpeTe KaKUX-JINOO JEHCTBHM, BBl MOXETE
HACTPOUTH JIOCTYI K BEIOPAHHOMY KITIOUY.

Jis cMeHBI Biameiblla BBIOEpPUTE B JIEBOM IMaHEIM HMHTEPECYIONIM Bac KIOY H
BBIIIOJIHUTE NMYHKT MeHIO0 «Pa3pemeHus...». HaxaB Ha KHONKY «/lOMOJHUTENBHO...» MbI
nonajgaeM B OKHO C JOINOJHUTEIbHBIMM HacTpoilkamu Oe3omacHocTu. [lanee, mepelins Ha
BKJIAaJIKy «Buiagesien», Mbl IonajgacM B OKHO pelaKTUPOBAHMS MPAB BJIAJI€bla HA KoY. B 3TOoM
OKHE yKa3aH TEeKyILIUH Biajesell, a TAKKe MO0JIb30BATEIN, KOTOPbIE MOT'YT CTaTh BJIaJENIbLIAMHU.
Jlns u3MeHeHus BiIajenblia BeIOepeTe )KenaeMoro Biajenbla u HaxMmure «IIpuMeHuTH».

3. AyauT KiIw4ei peecrpa

JUis yCTaHOBKM ayAMTa Ha KJIKOYM peecTpa, HeoOXOAMMO aKTUBU3HMPOBaTh aynuT. Jis
sToro B MeH1o Ilyck BeiOpats «IlaHenb Ynpapiaenus -> AqgMuHUCTpUpoOBaHue -> JlokajibHast
nouTuKa 0esonacHoctu». B nosBusmeiics ocnactke MMC B neBoit yacTu 3kpaHa BbIOpaTh
«ITosmmTHKa ayauTa». B mmpaBoi 4acTu 3KpaHa BBHINOJIHUTH ABOMHOW LIEIYOK MBIIIHA HA OJHOM
U3 DJIEMEHTOB M B IIOSIBUBLIEMCS OKHE YCTAHOBHUTH ayJUT KaK MUHUMYM Ha IIyHKTE€ «AYIHT
nocryna oobexkToB»(Audit Object Access). Jlanee MOKHO YCTaHOBUTH ayIUT Ha HEOOXOAMMBIE
JecTBUs ¢ KIo4aMu peectpa. s 3TOro B pelakTope peecTpa B JIEBOM MaHENIN BbIOEpUTE
HEOOXOMUMBIA K04 M BbIOEepUTEe NYHKT MeHI0 «Pa3pemenms...». HaxaB Ha KHOIKY
«/10TOJHUTE/bHO...» MBI II0I1A/Ia€M B OKHO C JIOTIOJIHUTEIbHBIMU HACTPOHKaMHU O€30MaCHOCTH.
Manee, nepeiiis Ha BKIaJAKy «AyIMT», Mbl II0IIaJJaEM B OKHO PEJaKTHPOBAHUS COOBITUI ayanuTa
Ha Kkmo4. J{s no0OaBieHus coObITUS Ha)KUMaeM KHONKY «/l06aBHTB» M B MOSBUBIIEMCS OKHE
BBOJIMM HEOOXOAMMOE MM IMojib3oBarenis U HaxknMmaeM «OK». Jlanee HaxxnmaemM «OK» m mist
IIPUMEHEHUs U3MEHEHUN Ha TJIABHOM OKHE ayAuTa Ha)KUMaeM KHONKY «lIpuMeHuTs».

Jlyig TOoro, 4TOOBI MPOCMOTPETH PE3YIBTATHl ayJUTa HAKMUTE MPABO KHOIKHM MBIIIN HA
nuKkTorpamMmme «Mo#l KOMIBIOTEp» UM BbIOEPUTE B TOSBUBIIEMCS MEHIO «YIpaBJCHUE».
Boi6upaem nyHkt «IIpocmotp coObiTuii — Be3onacHocTb». B pesynbraTe nosBUTCS KypHal
COOBITHI, B KOTOPOM C MOMOIIBIO (PMIIBTPA MOKHO BBIOPATh COOTBETCTBYIOIIME 3aMUCH.

4. PejakTHpOBaHMe peecTPa U3 KOMAH/IHOW CTPOKH

PenakTupoBanue peectpa U3 KOMaHIHOM CTPOKH MOXKHO OCYILECTBIIATH C IIOMOIIbIO
CHUCTEMHOM yTHIIUTHI [€Q.EXE:

REG <Onepauus> [Cnucok napameTpos]
<Onmnepanus> == [ QUERY| ADD| DELETE | COPY | SAVE | LOAD | UNLOAD| RESTORE|

COMPARE | EXPORT | IMPORT ]
Kox Bo3epara: (3a uckimoueaneM REG COMPARE): 0 — Yenenrso, 1 - C ommOKoid.



1. REG QUERY Paznen [/v [Tapametp | /ve] [/s]
Pasgen -  Wwmsa pasmena B dopmare: [\Kommsiotep\]ITyte Kommerorep WwMms ymameHHOTO
KOMIIBIOTEpA, €CJIM OHO OIIYIIEHO, TO IO YMOJIYAHUIO CUUTAETCS PaBHBIM MMEHH JIOKAIbHOI'O
KoMmnbroTepa. g yaaneHHbIX KOMIBIOTEPOB A0cTyIHbI Toibko HKLM n HKU.
[TyTs - [Tomublit myTh K pa3aeny peectpa B Buae: KOPEHb\[Toapaznen
KOPEHbD - Kopnesoii pazaen. 3navenus: [ HKLM | HKCU | HKCR | HKU | HKCC ]
[Toapaznen - [TonHbli MyTh K pa3iesly peecTpa B BBIOpAaHHOM KOPHEBOM pasJieie
Iv - 3amnpoc yka3aHHOTO pasjeina peectpa
[Tapamerp - Wms 3ampaimmBaeMoro napamerpa B ykazaHHOM paszaeine. Ecnu omymieno, Oyayr
3aIpolleHbl 3HAYEHUS BCEX MapaMeTpOB.
/ve - 3anpoc cTaHIapTHOTO MapameTpa ¢ MMyCThIM UMEHEM.
/s - 3ampoc Bcex MOApa3iesioB U X MapaMeTpoB.
IIpumepsl:
1) REG QUERY HKLM\Software\Microsoft\ResKit /v Version
OTtobOpakaeT 3HaUeHHE apameTpa Version B peecTpe
2) REG QUERY HKLM\Software\Microsoft\ResKit\Nt\Setup /s
OrobOpaxkaeT Bce MmoApa3aeiibl U mapaMeTpsl B pazzeie Setup peectpa.
2 .REG ADD <pazupen> [/v <mapametp> | /ve] [/t <tum>] [/s <pazpenutens>] [/d <manusie>] [/f]
<pazner> [\\<kommbrotep>\|<myTp>
<KOMITIbIOTep> - MMs ymaneHHOro KOMIBIOTEPA, €CIU OHO OIYIIEHO, TO MO YMOJYaHUIO
CUMTAETCsl paBHbIM MMEHHM JIOKaJIbHOTO KOoMIbioTepa. Ha ynaneHHBIX KOMIbIOTEpax NOCTYIIHbI
tonbko pazaensl HKLM n HKU.
<nyth> - [lonHblii myTh K pazaeny peectpa B Buae KOPEHb\[Toapa3zaesn.
<KOPEHb> - Kopueoii panen. 3nauenus [ HKLM | HKCU | HKCR | HKU | HKCC ].
<noapaznen> - [lonHbli yTh K pa3zieny peectpa B BBIOPAHHOM KOPHEBOM pasJielie.
IV - Ums1t mobaBiisieMOro mapamerpa B yKa3aHHOM pasfelie.
Ive - Jlo6aButh mycroii napamerp (ITo ymouaHuio) B yKa3aHHBIH pa3aei.
[t - Tunbl TaHHBIX.
[REG_SZ |REG_MULTI_SZ |REG_DWORD_BIG_ENDIAN |
REG_DWORD | REG_BINARY |REG_DWORD_LITTLE_ENDIAN |
REG_NONE |REG_EXPAND_SZ]
ITo ymom4anuto, cuntaercsa pasHieiM REG SZ.
/s - Ompenenser pa3ienuTeNb, KOTOPbIH HCIONB3YeTCS [UIS pa3lelieHHs JaHHBIX B
MHOTOCTpouHbIX Mapamerpax Tuna REG MULTI_SZ. [To ymonuanuto, cuntaercs paBHbiM "\0".
/d - 3nauenue, mprceBaecMoe 100aBISIEMOMY TTapaMeTpy peecTpa.
/T - [IpuHyIUTENBHO Mepe3anuchIBaTh CYIIECTBYOLINE 3alIHCH peecTpa 0e3 MpeyIpeKaCHHUs.
IIpumepsr:
1) REG ADD \ABC\HKLM\Software\MyCo
Hoo6asnser paznen HKLM\Software\MyCo Ha ynanenusiii kommnbiorep ABC
2) REG ADD HKLM\Software\MyCo /v Data /t REG_BINARY /d fe340ead
Hob6asnsier mapametp ¢ umeHeMm: Data, Tumtom: REG BINARY, u 3nauennem: fe340ead
3) REG ADD HKLM\Software\MyCo /v MRU /t REG_MULTI_SZ /d fax\Omail
JHob6asnser napamerp ¢ umeHem: MRU, tuniom: REG_ MUTLI_SZ, u 3nauenuem: fax\Omail\0\O
4) REG ADD HKLM\Software\MyCo /v Path /t REG_EXPAND _SZ /d %%systemroot%%
JoGasnser mapamerp ¢ umenem: Path, tumom: REG_ EXPAND SZ, u 3Hauenuem:
%systemroot%
[Tpumeuanue: Mcnonb3yiTe B CTpOKE ABOWHBIE CUMBOJIBI IiporieHTa ( %% )
3. REG DELETE <pa3zgen> [/v <napametp> | /ve | /va] [/f]
<pazger> - Mms paznena B popmare: [\\Kommerorep\|[TyTh
<kommbloTep> - VMMs ynajneHHOro KOMIIBIOTEpPA, €CIM OHO OIYLIEHO, TO IO YMOJIYAHUIO
CUMTAETCSl PaBHBIM MMEHU JIOKAIbHOIO KOMIbIOTEpa. [ yAaneHHbIX KOMIIbIOTEPOB JOCTYITHbI
tonpko HKLM n HKU.



<myth> - [lomHblil myTh K pa3zaeny peectpa B Buae: KOPEHb\[Ioapa3aen
<KOPEHb> - Kopseoii pazaen. 3nauenus: [ HKLM | HKCU | HKCR | HKU | HKCC ]
<nonpaszaer> - IlodHbIi MyTh K pa3zieny peecTpa B BHIOpAaHHOM KOPHEBOM paszfele.
<mapamerp> - Mms ypansemoro mnapamerpa B YKa3aHHOM paszene. Eciau omymieHo, u3
yKa3aHHOTO pazferna OyayT ylaleHsl BCe MOApa3 el U MapaMeTphl.
Ive - Y nansrte Ge3pIMsSHHbIC TTaApaMETPBL.
/va - 3anpamuBarhk Bce mapameTphl JaHHOTO pa3zera.
If - Y nansate npuHYAUTEIbHO, 63 JOMOIHUTEIBHOTO MPEAYIIPEKICHUSL.
IIpumepsl:
1) REG DELETE HKLM\Software\MyCo\MyApp\Timeout
VY nanser pazznen peectpa Timeout 1 Bce ero moapasaessl U mapaMeTpsbl.
2) REG DELETE \ZODIAC\HKLM\Software\MyCo /v MTU
Vnanser napamerp MTU u3 paznena MyCo peectpa Ha komnbsiotepe ZODIAC.
4. REG COPY <paznenl> <paznen2> [/s] [/f]
/s - KonupoBaThb Bce mojpa3zesbl 1 HapaMeTphl.
If - TlpuHYaUTEIBHOE KOMMPOBAHUE 0€3 AOMOITHUTEIBHOTO MPEAYIIPEKICHUSL.
IIpumepsl:
1) REG COPY HKLM\Software\MyCo\MyApp HKLM\Software\MyCo\SaveMyApp /s
Komnupyer Bce nmoapaszaensl u napameTpsl pasaena MyApp B pazaen SaveMyApp
2) REG COPY \ZODIAC\HKLM\Software\MyCo HKLM\Software\MyCo1l
Konupyet Bce napamertpsl pasaena MyCo ¢ komnbrorepa ZODIAC
B pazzes MyCol Ha 10KajlbHOM KOMIIbIOTEpE
5. REG SAVE <paznenr> <ums Daitna>
<umsa Paiina> - Umsa coxpansemoro (aiina Ha nucke. Ecnu myth He ykasas, ¢aiin co3maercs
BBI3bIBAIOIIMM IIPOLIECCOM B TEKYIIEH Marike.
[Tpumep:
REG SAVE HKLM\Software\MyCo\MyApp AppBkUp.hiv
Coxpanser paznen MyApp B daiine AppBkUp.hiv B Tekymeit namnke.
6. REG RESTORE <pa3znen> <ums ¢paiina>
<ums Qaiina> - M ¢aiina coxpaHeHHOT0 pa3ziena Ui ero BOCCTAaHOBJICHUS.
Jlnia co3nanus Takux ¢ainoB ucnons3yiite komanay REG SAVE.
ITpumep:
REG RESTORE HKLM\Software\Microsoft\ResKit NTRKBkUp.hiv
BoccranasnuBaet noznpaszaen ResKit u3 ¢aitna NTRKBkUp.hiv nepe3anucsiBas Texyuiue
MOJIpa3/ielibl U NapamMeTpsl
7. REG LOAD <pa3znemr> <ums ¢aitna>
<pazgem> - [lonubiii myTth k pasmeny peectpa B Bume: KOPEHDb\[loapasmen (Tonbko ist
JIOKaJIbHOT'O KOMITBIOTEPA).
<KOPEHb> Bo3moxHble 3HaueHus 11t kopaeoro paszaena: [ HKLM | HKU .
<mojnpasznenr> UMs HOBOro pasjena B KOTOpBIH OyneT 3arpyeH COXpaHEHHBIH paHee Qaiin
KyCTa peecTpa.

<ums (paitna> Nwms 3arpyxkaemoro (aitna kycta peectpa. s co3manust storo ¢aiina
ucnone3yiite komanay REG SAVE.
ITpumep:

REG LOAD HKLM\TempHive TempHive.hiv
3arpyxaet daitn TempHive.hiv B pazgen HKLM\TempHive
8. REG COMPARE <pa3znenl> <paznen2> [/v <mapametp> | /ve] [<BbBOI>] [/S]
<mapametrp> - VmMs mapamerpa B yKazaHHOM pasjelne, /Ui cpaBHeHHs. Eciam omymieH, OyayT
CpaBHHMBAThCS BCE MapaMeTpPhl pa3iena.
/ve - CpaBHUBaTH O€3BIMSHHBIC TAPAMETPHI.
/s - CpaBHUBATbH BCe MOPA3/ICIbl H TAPAMETPBI.
<BBIBOA> - O1HO U3 3HaueHui: [/oa | /od | /os | /on].



Ecnu He yka3zaHo, ucnonb3yercs 3HaueHue /od.
/oa - BBIBOIUTH U COBMAACHUS, U OTIHYHSL.
/od - BBIBOIUTB TOJIBKO OTIUYUSL.
/0S - BBIBOJMTH TOJIBKO COBIAICHHUS.
/on - He BBIBOIUTD Pe3yJbTaThl CPAaBHEHUSL.
Kon Bo3Bpara:
0 - Ycnemno, cpaBHUBaeMbIe JaHHBIE HICHTUYHBI
1 - TIpu 06paboTke mpou3oIia ommodKa
2 - YcnemHo, CpaBHUBaeMble JaHHBIE OTJINYAI0TCS
[Ipumepsi:
1) REG COMPARE HKLM\Software\MyCo\MyApp HKLM\Software\MyCo\SaveMyApp
CpaBHHUBaET Bce nmapameTpsl pazaena MyApp ¢ napamerpamu pazzaena SaveMyApp
2) REG COMPARE HKLM\Software\MyCo HKLM\Software\MyCol /v Version
CpaBHuBaeT 3HaueHue napamerpa Version B pazuenax MyCo nu MyCol
3) REG COMPARE \ZODIAC\HKLM\Software\MyCo \\. /s
CpaBHHUBAET BCe TOAPa3/Ieibl U 3HaYCHUs mapameTpoB B paszaene HKLM\Software\MyCo
peectpa Ha komnbtoTepe ZODIAC ¢ aHanOrMYHBIM pa3/IesioM Ha JIOKAJIbHOM KOMIIbIOTEPE
9. REG EXPORT <pazgen> <ums ¢aiina>
<ums (aitna> - M aiina Ha Jucke AJis SKCIOpTa.
[Tpumep:
REG EXPORT HKLM\Software\MyCo\MyApp AppBkUp.reg
DOKCHOpPTHpPYET BCe TOApa3AeNnbl M 3HAUCHUSA MapamMeTpoB pazaena MyApp B daiin
AppBkUp.reg
10. REG IMPORT <wuwms ¢aiina>
<ums ¢aitna> Mwms ¢aitna s uMmopTa (TOIBKO Ha JIOKATEHOM KOMITBIOTEPE).
[Tpumep:
REG IMPORT AppBkUp.reg
Wmnoptupyer 3anucu peectpa u3 ¢aitna AppBkUp.reg

5. ITosiMTHKA OrPaHUYEHHOT0 MCNOJIb30BaHus nporpamm (SAFER)

[lonuTka OrpaHMYEHHOrO0 MCIOJIB30BAHUS MPOTrpaMM IO3BOJSIET AJMUHHUCTPATOPY
BBOJUT OIPaHUYECHUs HA 3aIlyCK NMPWJIOKEHUH Ul MOJIb30BaTeNel. 3allyCK KOHCOJIN MOJUTUKA
OTPaHMYEHHOT0 HCIOJB30BaHUSI NMPOTrpaMM MOKHO OCYLIECTBUTh W3 KOMAaHJHOM CTPOKH, C
noMoIbpo ocHacTku Secpol.msc. TlepBoHavanbHO MONUTHKUA OTPAHUYCHHOTO HCIOJIb30BAHUS
IIPOrpaMM HaxoJSATCS B HEONPEJEICHHOM cOCTOSIHUU. [1epBbIM neificTBHEM HEOOXOIUMO HaKaTh
IPaByI0 KHONKY MBIIIM U B MEHIO BBIOpaTh cO3/jaHME HOBOW MOJIMTHKH. [lonuTuka comepxut
CJIeIyIOIINE apaMeTPhl.

1. KonreitHep «YpoBHH G€3011aCHOCTH.
B nanHOM KOHTeliHEepe HE0OXO0MMO BBIOPATh OAMH U3 O0BEKTOB, KOTOPBIN OYJeT MPUMEHSATHCS,
KaK IPaBUJIO MO0 YMOJIYAHHUIO:

A) «He paspemieHo» - TporpaMMHOE OOECTICUeHHE 3amycKaThCsi HE OyaeT, BHE

3aBHCHMOCTH OT IIpaB JOCTyHa IoJsib3oBarens. /s pazpemeHus 3amycka MpUIOKEHUN

HEeoOXOIMMO CO3/1aBaTh JIOMOJIHUTENbHbIE TMpaBwia. [lonmutuka O6€30mMacHOCTH 1O

«Oenomy CIUCKy».

b) «OrpanuyeHHbIil» - JOCTYN TPOrpaMM K pecypcaM OIpeaessieTcs MpaBaMu

noJsip3oBarens. J[is 3anpera 3amycka HE0OX0IMMO CO3/aBaTh JOMOJHUTEIbHBIE TIPAaBUIIA.

[TonuTrka 6€30MaCHOCTH MO «YEPHOMY CITUCKY.

2. Konreitnep «JlonoiaHUTENbHBIE TPABUIIAY.



CymiecTByeT 4YeThlpe THMA JAOMOJIHUTENBHBIX MPAaBWI JUJIi KOHTPOJISI HaJ 3allyCKaeMbIMU
npoueccamu. s BeIOOpa mMpaBuia HaJ0 HaXaTh MPaBYK KHOMKY MBI HAa KOHTEHHEpe
«/lonoaHUTENBHBIE TPaBUIIAY.
A) IlpaBuna quis xema — uASHTU(UKALMS TPOTPAMMBI 110 XelI-3HaYSHHUIO UCTIOIHSAEMOT0
Koza.
b) IIpaBuio ceptudukara — KOHTPOJIb HAJl MPOTpaMMaMH 110 HATMYHIO cepTU(UKaTa.
B) IlpaBuno manst 30HBI MHTepHeTa — KOHTPOJIb HaJ MporpaMmMamu .MSI Mo 30HE
HNutepHeTa, U3 KOTOPOU OHU B3SITHI
I') IlpaBuno ans nyTH - KOHTPOJIb HaJ MPOrpaMMaMHM IO CTPOKH IIyTU K UCIOJHAEMOMY
(aiiny. [IpaBuna 3amanus myTei:
1) MOXHO HCTI0JIB30BaTh CUMBOJIBL * 1 ?,
2) %USERPROFILEY - o3HauaeT qoMaIIHU KaTaaoK MOJb30BaTEI.
3. IMapametp «IIpuHYAUTETBHBII.
JlaHHbBII MmapaMeTp OIpeAeNseT, Ha Kakhe MporpaMMbl pacHpOCTPAHAIOTCS IpaBuia
OTrpaHMUYEHHOIr'0 UCII0JIb30BAHUS IIPOTPAMM U Ha KaKUX M0JIb30BaTENEH.
4. [Tapametp «Ha3HaueHHbIe TUIIBI PAIOBY.
JlaHHBII TapaMeTp onpeaenseT, Kakue (aiibl (110 pacIIMPEHNI0) CYUTAIOTCS UCTIONTHIEMBIMHU.
5. [Napametp «JloBepeHHBIEC U3IATEIIN»
[TapameTp omnpeaenser, KTo BHIOUpAET TOBEPEHHBIX U3/1aTeNel sl aKTUBHBIX OOBEKTOB.



3aganus K JadopaTopHoi padore:

3aganme 1. Ucnons3ys yruauty regedit, BHIOIHUTE CAEIYIONIUE ICHCTBHS:
1. B xmoue peectpa HKEY_CURRENT_CONFIG co3paiite pazgen TMP
2. B paznene TMP co3naiiTe CTpOKOBBIN ImapaMeTp USErname u mprcBOWTE eMy 3HAUYCHHE
userl.
3. Co3paiite nmonp3oBarteneid Userl u user2. ITonp3oBaTento USErl mpeaocTaBbTe MOTHBIN
JOCTYI K KI0uy peectpa TMP, a USer2 moyHbIi 3anpeT Ha TOCTYI K PeecTpy.
4. HactpoiiTe aynut obpamieHuit User2 k xkimouy TMP, a mons3oBarens userl k
mapameTpy Username.
5. B ceance nonb3oBarens USerl oOparurecs k mapaMmerpy USername, a B ceance
moJib30Batens USer2 ooparurech K kaody TMP. 3aTem B ceance aMHUHHCTpATOpa
HaWJUTE COOTBETCTBYIOIINE 3aMUCH B )KYPHAJIE COOBITUH.
3aganue 2. Peanu3yiite aiin makeTHOW 00pabOTKH, BRIOIHSIOMIUN CICTYIOIINE ACHCTBHS
1. 3anuceiBaer B aiin reg.txt 3nauenue mapamerpa USerl paszmena TMP kmroua
HKEY_CURRENT_CONFIG.
2.  [JoOaBnuser  mycToil  mapameTp user2 B  pasmen  TMP  kmoua
HKEY_CURRENT_CONFIG.
3. Ynanser napamertp userl B pazaen TMP xmroua HKEY_CURRENT_CONFIG.
4. Coxpanser paszaen HKEY_CURRENT_CONFIG B daiin hee.hiv
3aganue 3. HacTpoiiTe NOMUTUKY OTpaHHUYEHHOTO UCIIOJIB30BAHUS IPOTPAMM CIIETYIOIINM
o0OpazoM:
1. 3agaiiTe monUTUKY 6E€30MACHOCTH IO «OETOMY CITUCKY.
2. JIo6aBbTe K UCHONHSAEMBIM (aiiiam, Gaiisbl ¢ paciIupeHreM «.iSp».
3. Pa3zpemmte BceM moib30BaTeNsIM MPOBEPATH CEPTUPHUKATHI.
4. 3anpeTuTe MO XeM-3HAYCHUIO 3aITyCK MPorpaMMbl «KambKymsiTopy.
5. 3ampeTuTe YCTaHOBKY MPOrpaMM, 3arpy:KeHHbIX u3 MHTepHeTa.
6. 3ampeTuTe 3amyCcK MPIIOKEHNN, HAUMHAIONUXCS Ha CUMBOIT «Dy, U3 ToManrHux
KaTaJoroB MOJIb30BaTeNeH.



