Jlaboparopnasi padora Nel

IHapamerpsl 6e3onacaocTu Windows XP

1. Uurepdeiicut 6e3omacHoctu Windows XP.

OCHOBHBIM CPEJCTBOM YIIPaBICHHs HacTpoiikamu Oe3omacHocTH ciayxur MMC (Microsoft
Managment Console). BeizoB MMC ocyiectBisieTcs: uepe3 KOMaHIHYIO CTPOKY € TIOMOIIBIO KOMaH/Ibl
mmc. OcnoBubM npenHasHaueHneM MMC sBisieTcst BbI30B ocHacToK. OCHACTKH 00€CHeunBaroT
uaTepdeiice aus ynpasienus Hactpoiikamu Windows. HacTpoiiku omnepanroHHON CHCTEMBI XPaHATCS
B 00BeKTax, KOTOpble coOpaHbl B KOHTeWHephl. Habop HacTpoek, obOecrmeunBaromux 0e301macHOCTb
CUCTEMBI, MPUHATO HA3bIBaTh MOJUTUKON Oe3omacHOCTH. OCHACTKHU BBI3BIBAIOTCA Yepe3 KOMaHAHYIO
CTPOKY.

PaccMoTpuM OCHOBHBIE Cpe/ICTBA MPOBEACHHUSI MOJIUTUKH 0€30IaCHOCTH:

1. JlokaabHble mnapamerpbl 0Oe3omacHoctu — Local Security Policy (ocmactka Secpol.msc).
Hacrpoiiku 6€301acHOCTH JIOKaJIbHOK pabodeit CTaHITHH.

2. I'pynnoBasi moautuka — Group Policy (ocmactka GPedit.msc). CiyxuT mas opraHu3aiiu
rpymmoBoii nonutrku 6e3omacHoct (GPO) B pamkax jgoMeHa.

3. Kondurypauusi 6e3omacHoctm u anaam3 — Security Configuration and Analysis (SCA).
Hactpoiika nmokanbHBIX MapaMeTpoB O€30MaCHOCTH, a TaKke MapaMeTpoB Oe3omacHocTH (ailinoBoit
CUCTEMBI U peecTpa.

PaccMoTpuM KOHTeHHEpB! OCHACTKH Secpol.msc:

1. ITonuTHKK yYeTHBIX 3allMceil — OTBEYAET 3a MOJUTHKY BBIOOpa Mapoiieil W OJIOKHPOBKY YUETHBIX
3anuceil. BkitouaeT B ce0si KOHTEHHEPHI:

1.1 IMonutuka naposei — OTBeYaeT 3a mapaMeTphl MmapoJien

1.2 Tlonutrka OJOKMPOBKH YUETHBIX 3aMUCEH — OMpeAeNnseT, Korja U Ha Kakoe BpeMs JOJKHa

0JIOKHPOBATHCS yUeTHAs 3aIlUCh.

2. JlokanbHble TONUTUKA — COJIEPKUT IMapamMeTphl ayauTa W MpaB moib3oBatens. CoaepkuT
KOHTEHHEPHI:

2.1 onuTHKa aynuTa — COAEPKUT HACTPOHKHU PErUCTPUPYEMBIX COOBITHI.

2.2 Ha3naueHue npaB MOJIb30BATENs — COACPKUT OMUCAHKE ITPaB KOHKPETHBIX MOJIb30BaTENeH

WY TPYII MOJIb30BaTeNEH.

2.3 Tlapamerpsl Oe3omacHOCTHM — oOOIIME HACTPOWKH cucTeMbl. VIMeHa O0OBEKTOB 3TOr0

KOHTeHHepa UMEIOT ClIeAyIoIuid opmar

Kamez0pus. HA38aHUe UIU KPAmKoe Onucanue

Kareropus mokasbIBaeT, Kakyro 4aCTh CUCTEMbI PETIAMEHTHPYET TaHHBIH 00BEKT.

Jnst coxpaHeHUsi JNEHUCTBYIONIEH MOJUTHKKA O€30MacHOCTH B BUJE ITA0JIOHA, TPUMEHEHUS
CYIIECTBYIOIEro I1a0JoHa WM CPaBHEHHUS CYIIECTBYIOIIEH MOJUTUKU O€30MacHOCTH € HIa0JIOHOM
npumensiercs «KoHgurypaius 6€30MacHOCTH U aHaJIU3». 3allyCK JaHHOW OCHACTKU OCYIIECTBIISETCS
yepe3 koHcoslb MMC. HaGepute B KOMaHAHOM cTpoke MMC. PaccMOTpUM HECKOJIBKO OMepaiuil Juis
paboThI ¢ madiaoHaMu 0€30MacHOCTH:

1. dnsa cozmanus mabnoHa 6e3omacHocTH BbIOepuTe B MeHIO «KoHcomb->J100aBuTh/Y 1anuTh
ocHacTKy». Haxkmurte Ha kHOTKY «J{006aBuTh» U BhIOEpUTE «IllabioHbl OGe3onacHocTU». B co3manHoi
OCHACTKe HaXaTb MPABOM KHOIMKOM MBIIIN Ha CTPOKY C ITyTE€M K IanKe, B KOTOPOH XpaHATCS I1a0JIOHBI,
u BbIOpath «Co3maTh MmAaOMOH ...». BHOBb cO3MaHHBIA MA0JIOH HE OyAeT COJEepKaThb HHUKAKUX
HacTpoek. B 3Toil ke 0CHacTKe MOXKHO U3MEHSTh OT/eNIbHbIE 00BEKTHI 11a0I0Ha.

2. Jlns cpaBHEHHS HACTPOEK KOMITBIOTEpa C CYIIECTBYIOIIUM IIA0JOHOM HEOOXOIMMO B
KOHCOJIM MMC 100aBUTh OCHACTKY «AHAaJIM3 M HAacTpoilku Oe3omacHocTW». B co3naHHOM ocHacTke
HakaThb MpaBOW KHONKOM MBIIIM Ha «AHalIM3 M HACTPOMKH OE30MACHOCTH» U BBIIOJIHUTH CO3/1aHUE
0a3bl JAaHHBIX U UMIIOPTUPOBaHME 11a0JI0HA, HA COOTBETCTBUE KOTOPOMY HaJI0 IIPOBEPUTH KOMITBIOTED.
[Tocne aTOoro HaXkaTh MPaBOil KHONMKOM MBIIIN HAa «AHAINU3 U HACTPOHKHU 0€30MaCHOCTU» U BBIIOJHUTH
aHaJIM3 KOMIbIOTepa. B pe3ynbraTe HaNpOTHB BCEX OOBEKTOB MOJUTHUKU OE30MACHOCTH B BUJAE IBYX
KOJIOHOK OY/IeT BbIBEICHbI 3HaUeHMsI 11a0JI0HA U HACTPOMKHU KOMIIBIOTEPA.



3. Ilocne aHanmm3a KOMIIBIOTEpPA, Ha)kaB IPaBOM KHOIKOM MBIIIM Ha «AHaJIU3 U HACTPOUKHU
0€301acHOCTHY, MOYKHO IKCTIOPTUPOBATH TEKYIINE HACTPOWKHU B MA0JIOH OE30MaCHOCTH.

2. ABTOMaTH3aIUA 32/1a4 HACTPOMKHU CUCTEeMbI 0€30MACHOCTH

Hactpoiika W aHaiu3 NOJUTUKY OE30IIaCHOCTH TaK)K€ MOXKET OBbITh OCYLIECTBICHA H3
naketHoro (aiia ¢ momorubto KomaHiel  Secedit. Bo3MOXHBI cieayrolue BapUaHThI JTAHHOM
KOMaH/IbI:

1. secedit /analyze - ananu3upyer 0€301aCHOCTb CUCTEMbI, CPABHUBAS TCKYIILYIO
KOH(HUTypamuo XoTs Obl ¢ OJHUM HIA0JIOHOM.

secedit /analyze /db umsa_aiina [/cfg ums_gaiina] [/10g ums_¢haiina] [/quiet]

[db ums_¢paiina - obs3aTenbHBIN MapamMeTp. YKa3bIBaeT MyTh K 0a3e ¥ UMs Qaiisa 6a3bl, coaepKaiiei
COXpaHCHHYIO KOH(HUTYpAIIUIO, TI0 KOTOPOi OyAeT MPOU3BOINThCS aHau3. Eciu 3HaueHune ums_¢aiina
COOTBETCTBYET HOBOI 0a3e, HEOOXOAMMO yKa3aTh MmapameTp KOMaHIHOM cTpoku /CfQ umsa_gaiina.
[cfg ums_ghatina - onpenenset myTh K 11a0JIOHY O€30MAaCHOCTH U MMs (aiiia 1radbioHa, KOTOpbIil OyaeT
UMIIOPTHPOBaThbCs B 0a3y MaHHBIX s aHanu3a. JlaHHBIA Mapamerp KOMAaHIHOW CTPOKH MOXKET
HCII0JIb30BAThCSI TOJBKO BMecTe ¢ mapamerpoM /db. Eciau mapamerp He ykas3aH, aHAJIM3 BBIOJIHSICTCS
10 KoH(HUTypaIum, XpaHsiieics B 6a3e TaHHBIX.
/log ums_¢paiina - orobpaxkaet uMs u MyTh (aiiia xypHaia a1 aHaau3a. ECiu TaHHbBIH mapaMeTp He
yKa3aH, UCIOJb3YyeTCs (haiiil )KypHalia 0 YMOIYaHUIO.
/quiet - mpemoTBpamaeT BBIBOX HAa dKpaH U B (aiin xkypHama. MiMeercss BO3MOKHOCTh MOCMOTPETh
pEe3yJIbTaThl aHAJIKM3a, UCIIOb3Ysl OCHACTKY «AHAIIM3 H HACTPOIKa O€30IaCHOCTH.

2. secedit /configure - CayXuT Ui HACTPOWKH O€30MaCHOCTH CHCTEMBI C HCIIOIb30BaHHEM
COXPAHEHHOTO 111a0JI0HA.

secedit /configure /db ums_¢haiina [IcfqQ ums_¢haiina | [loverwrite][/areas o6aacme 1 o6aacms2...] [/log
ums_chatina] [/quiet]

ldb ums_gpaiina - obsi3arenbHbli napamerp. [IpeacTtaBiser ums ¢aiina 6a3bl TaHHBIX, COAEpIKAIICH
MIPUMEHSIEMbIH 111a0JI0H 0€3011aCHOCTH.

[cfg ums_cpaiina - umst daitna mabioHa 0e30MACHOCTH, KOTOPBIA OyIeT WMIOPTHPOBATHCS B 0a3zy
JAHHBIX ¥ TIPUMEHSATHCS MPU HACTPOWKe Oe30macHOCTH. JlaHHBIN mapaMeTp KOMaHAHOW CTPOKH MOKET
UCIIOJIb30BaThCS TOJBKO BMecTe ¢ mapamerpom /db. Ecnm naHHbIl mapamerp He ykasaH, OyzaeT
HCIOJIb30BaThCs MIa0JI0H, XpaHsIuiics B 6a3e TaHHBIX.

/overwrite - cnenyer yka3slBaTh B TOM CiIydae, €CJIM Ia0JI0H 0€30MacHOCTH, YKAa3aHHBIN B MmapaMeTpe
[cfg, nomken 3amemnaTh JFO0O0H I1a0JIOH WM COCTaBHOM MIA0I0H, XpaHSIIHUiCs B 0a3e JaHHBIX, BMECTO
TOr0, YTOOBI J00ABIATH pe3yJbTaThl B XpaHsAIIytocs 0azy AaHHBIX. JlaHHBIN mapameTp KOMaHIHOMN
CTPOKHM MOXET HCIIOJIb30BaThCS TOJNBKO BMecTe ¢ mapamerpom /cfg. Ecnm mapamerp He ykasad,
malJIoH, yKa3aHHbIH B aprymenTe /cfg, Oyner no6aBieH B ma0IoH, XpaHsIiuiics B 6a3e TaHHBIX.

lareas obnacmol obnacms?2... - Onpexaensier 06JacTH 0E30MACHOCTH, KOTOPBIE CICAyeT MPUMEHHUTH B
cucreme. Ecim ob6nacTh He ykazaHa, B CUCTEME MTPUMEHSIOTCS Bce obnacTu. Mimena obnacreil JOIKHBI
pasnensaThes MpoodeIaMu.

SECURITYPOLICY - JlokanbHas MOMUTHKA W TOJUTHKA JJI JOMEHA, BKIIIOYAsl MOJUTUKH YYETHBIX
3aIrucei, NOJMTUKA ayJIuTa U T. TI.

GROUP_MGMT - Hactpoiika orpaHudeHui s BCeX TPy, yKa3aHHbIX B M1abJoHe 6€30acHOCTH
USER_RIGHTS - [IpaBa monp30Baresieii Ha BXOJl B CHCTEMY H MTPEIOCTaBICHUE IPUBUIICTHIA
REGKEYS - bezonacHocTh pa3/iesioB JIOKaJILHOTO peecTpa

FILESTORE - Be3omacHOCTh JIOKIBHBIX YCTPOWCTB XpaHeHHS (HaiiiioB

SERVICES - Be3zonacHOCTb AJisi BCEX OMPEIEICHHBIX CITYX0

/log umsa_cpaiina - otobpakaeT WMs W TyTh (Qaiina XypHana s aHaau3a. Eciu myTh HE 3ajaH,
UCHOJIb3YETCsl MyTh [0 YMOTYAHHIO.

/quiet - [IpexoTBpamacT BEIBOJ HAa SKpaH U B (hailin xKypHaa.



3. secedit /export CmyXuT 115t 9KCIIOpTa COXPaHEHHOTO 1a0I0Ha U3 0a3bl JaHHBIX
0e3omacHOCTH B ¢aiiy madiaoHa 6€301MacHOCTH.

secedit /export [/mergedpolicy] [/DB ums_¢aiina] [/CFG ums_¢haiina] [/areas obracmol obracms?...]
[/log umsa_cpaiina] [/quiet]

/mergedpolicy - 00beuHACT U SKCIOPTUPYET HACTPOUKY 0€30MaCHOCTH JIOKAIBHOM MOJUTHKH U
HACTPOWKY IMOJIMTHUKH JIOMEHA.
[db ums_gpatina - ykazwiBaeT (aiin 6a3sl JAHHBIX, COACPIKAIINN SKCIIOPTUPYEeMBbIi madsoH. Eciu 6a3a
JaHHBIX HE yKa3aHa, UCIONIb3yeTcs 0a3a TaHHBIX CUCTEMHOM MOTUTHKH.
[db ums_patina - onpenenser ums daiina, rae J0KEH ObITH COXpaHEH Ma0Io0H.
lareas obnacmul obnacmy?2... - 3amaet 0b6IacTH OE30MACHOCTH, KOTOPBIE CIIEyeT SKCIIOPTUPOBATH B
mra6uioH. [Tpu HeykazaHHOI 001aCTH SKCIIOPTUPYIOTCS Bee obnactu. MiMeHna o0macTeil JOKHBI
pa3nenaTbes mpooeIaMu.
SECURITYPOLICY - Onpenensier JOKaIbHYIO MOJUTHKY U TIOJUTUKY JUISl IOMEHA, BKJIFOYast
MOJINTUKU YYETHBIX 3aMUCEH, MOJIUTUKH ayIuTa U T. 11
GROUP_MGMT - 3agaeTt HacTpoWKy OrpaHMUYEHU 715 BCEX IPYIII, YKa3aHHBIX B I1a0JI0He
0e3omacHOCTH
USER_RIGHTS - Vka3biBaeT npaBa noip30BaTeNeld Ha BXOJ B CHCTEMY U MPEIOCTABIIAET IPUBHIICTHH
REGKEYS - Onpenensier 6€30macHOCTh pa3jiena JOKAILHOTO peecTpa
FILESTORE - Omnpenensier 6€30MacHOCTb JIOKAJBHBIX YCTPONUCTB XpaHEHUs (aiinoB
SERVICES - 3agaet 6€30macHOCTB /ISt BCEX OMPECIICHHBIX CITYXO0
/log ums_ghatina - orobpaxaeT uMs U yTh (aiina xypHaia Ui aHaau3a. Eciu myTh He 3aj1aH,
MCTIOJIB3YETCs IMYTh M0 YMOTYAHHIO.
/quiet - mpemoTBpalaeT BBIBO HA KpaH U B (hails1 xypHaa.

4. secedit /validate CiyxuT 17151 MPOBEPKU CHHTAKCHCA I1a0JI0Ha O€30MTaCHOCTH MTPH €0
UMIOPTE B 0a3y NaHHBIX WIH IPUMEHEHHUHU K CHCTEME.

secedit /validate uvs_¢paiina

uma_cpatina - ykaszpiBaeT uMs Qaiina mabiaoHa 6€30MacHOCTH, KOTOPBIN ObLIT CO3/1aH € TTOMOIIBIO
cpenctBa «l11abmoHbr 6€30MIaCHOCTHY.

3. CrangapTHble IIA0J0HbI 0€30MACHOCTH

Compatws - ocnmabnsieT WCIONb3yeMble 0 YMOJYAHHWIO pa3pemieHHsi JIOCTYNa TPYIIIIbI
[Tonb3oBarenu k (aiimam U peecTpy TakuM 00pazoM, YTOOBI 3TO COOTBETCTBOBAIO TPEeOOBAHHIM
OOJIBIIMHCTBA HECEPTUPHUIMPOBAHHBIX MNPUIOKEHUH. OOBIYHO, CcleAyeT HCIOJb30BaTh TIPYHIy
OnbITHBIE MOB30BATENU A1 PabOThl ¢ HECEPTU(DUIIMPOBAHHBIMU TPUIOKEHUSIMU. J[OOTHUTENbHBIE
CBEJIEHUsI 00 9TOM COJIepKaTCs B CITPABKeE.

Hisecdc - oxsatpiBaronuii Habop mis SECUREDC. HakiaapiBaeT gajibHEHIIINE OrpaHHYCHUS
Ha TMPOBEPKY MOJIMHHOCTH LanManager u HOBbIe TpeOOBaHMS I MUQPPOBAHUS U TOANHUCHIBAHUS
JaHHBIX, TIepeaaBaeMbIX Mo Oe3omacHbIM KaHaaM u JaHHbIX SMB. Uto0s npumenuts HISECDC
KOHTPOJUJIEPY [IOMEHA, BCE APYrue KOHTPOJUIEPHI B JIOBEPEHHBIX M JOBEPSIONIUX JOMEHAX OJHKHBI
paborate mox ympaieHuem Windows 2000 wnm Oonee HOBBIX cucTeM. [lanpHeilmve cBeneHUS
COJIEpKATCS B CIIPABKE.

Hisecws - oxBarsiBatonuii Habop it SECUREWC. HaknanpiBaer nanbHEUIINE OrpaHHYCHHS
Ha MPOBEPKY MOIIMHHOCTH LanManager u HOBBIE TpeOOBaHHS MiA MU(PPOBAHUS W TIOIMUCHIBAHUS
JAHHBIX, TEepeIaBaeMbIX MO0 0e30macHbIM KaHanaMm U JaHHeIXx SMB. Uto6sl npumenuts HISECWC k
BXOJIAIIUM B JIOMEH KOMIIBIOTEpAM, BCE€ KOHTPOJUIEPHI AOMEHA, XPaHAIIHWE YYETHBIC 3alHCH BCEX
MOJIb30BaTeNeH, KOTOPhIE MOT'YT BHIMIOJHUTH BXOJ Ha 3TOT KIIMEHTCKUN KOMITBIOTEP, NOJKHBI paboTaTh
nox ynpasieHueM NT4 SP4 wim 6osiee HOBBIX cucteM. JlabHEHTINE CBEACHUS COIEPKATCS B CITPABKeE.



rootsecIIpuMeHeHHE CTaHAAPTHBIX KOPHEBBIX Pa3pelEHUN Ui pa3jerna OINEPallMOHHOM CHUCTEMBI U
pacrpocTpaHEHHE HUX Ha JIOYEpPHHUE OOBEKThI, HaCIeAyIOIIMEe pa3pelleHus OT KopHs. Bpews
pacrpoCTpaHEHHs 3aBUCUT OT KOJIMUYECTBA HE3AIIUIIICHHBIX TI0YEPHUX OOBEKTOB.

Securedc - mpenocraBisieT pacUIMPEHHbBIC HOJUTHKU JUTS YIPABICHUS YUYETHBIMH 3alHCSIMU B
JIOMEHE, OrpaHU4YMBAaeT HCIOJIB30BAHUE IPOBEPKH NOJIMHHOCTH LanManager, HaknazabiBaer
JAJIbHENIINE OrpaHUYEHHUS Ul aHOHMMHBIX IOJIb30Baresaei. Eciim KOHTposiep JOMEHa UCIOJIb3YyeT
securedc, TO MOJIb30BaTENb C YUETHOM 3aMUCBHIO B 3TOM JIOMEHE HE CMOXKET MOJKITI0YaThCS K PSAOBBIM
cepBepaM TOJIBKO € TOMOIIBI0 KimeHnTa LanMan.

Securews - mpenocTaBisieT pacIIMPEHHBIC MOJUTHKH IS YIIPABICHUS JTOKAIbHBIMUA YI€THBIMHU
3allMCSMU, OIPAHUYMBACT HCIIOJIB30BAHME IPOBEPKM MNoMIMHHOCTH LanManager, BKiro4aer
noanuceiBauue SMB co cTopoHsI cepBepa, HaKJIaAbIBACT NATbHEHIINE OTPAHUYEHUS Il AHOHUMHBIX
nosib3oBarenei. /(s npuMeHeHUs K BXOIAIIMM B JIOMEH KOMIIBIOTEpPaM, BCE KOHTPOJUIEPHI JOMEHA,
XpaHAIME YYETHBIE 3allUCH BCEX II0Jb30BATENIEH, KOTOpPHIE MOIYT BBIIOJHUTH BXOJ Ha 3TOT
KJIIMEHTCKUH KOMIIBIOTED, AOJKHBI padoTaTh noj yipasieHnneM NT4 SP4 win 6osee HOBBIX CUCTEM.

Setup security - ucrosip3yemMbIe TI0 YMOIYAHHUIO TapaMeTpbl 0€30MaCHOCTH.

4. Co3panue noan3osareas B Windows XP

Jlis noGaBnenus nosp3oBareneil Heo0xoaumMo BbINOIHUTE «Ilyck -> [aHesas ynpaBiaeHus ->
Ydernble 3anucu mnogab3oBaresei». [lns gobaBieHus noabp30BaTelel  BhIOEpUTE  JIEHCTBUE
«Co3nanue yderHoli 3amucu». [locie BpIOOpa TuIa y4eTHOW 3amucu HaXMHUTe KHONKY «Co3aaTh
y4eTHYI0 3amucb». /{8 3amaHus mapojs TOJIb30BaTelNsi clieayeT BbOparh NyHKT «Co3gaHue
NapoJIs», TI0CJIE Yero ABa)K[bl BBECTH NapOJjb MOJIb30BATENl B COOTBETCTBYIOIIMX MOJAX BBoJa. [l
yIOpaBieHUsl IpynnamH I0JIb30BaTelel u Oojiee JEeTaqbHOro yrpasieHusl mnoib3oBareinsiMu B OC
Windows XP Professional cinemyer Bocmonb3oBathbesi ocHacTKoW «JIoKajibHbIE MOJIb30BATEH H
rpyNnbI» KOHCOJM ynpasiieHuss (MMC). [l 3amycka KOHCOIM yNpaBiIeHUs] HEOOXOIUMO BBIIIOJHUTD:
«Ilyck -> [1aHespb ynpaB/ieHus -> AIMUHUCTPUMPOBaHHeE -> YIIPaBJeHHe KOMIIbIOTepom». /locTyn
K OTOH OCHACTKE TaKK€ MOXHO IOJYYUTh, HaOpaB B KOMaHAHOHW CTpoke lusrmgr.msc. YtoOs
N00aBUTh YYETHYIO 3alllChb HOBOI'O I0Jb30BaTENsl, ILIEJIKHUTE MPaBOM KHOIKOM MBIIIM HA Marke
[Tonp3oBaTtenn W BBIOEpUTE U3 BhINAAAOLIEr0 MeHIO koMaHay «HoBblil moJb3oBarteib..». B
OTKPBIBIIEMCS OKHE BBEJAMTE JJAHHBIE JUIsl CO3/1aHUsI HOBOM yueTHOM 3amuch. UToObl yaduTh YYETHYIO
3alUCh I0JIB30BATENS, LIEIKHUTE MPAaBOM KHOIKOM MBIIIM HA Ha3BaHMM YYETHOW 3alllCH B IPaBOM
OKHE MPOTpaMMBbI U BbIOEPUTE U3 BBINMAJAIOLIET0 MEHIO Y AanuTh. [ KaKqoro mojib30BaTessi MOXKHO
OTKJIFOUUTBH CPOK JEHCTBUS NAapoJs, 3alPpETUTh CMEHY MapoJis IOJIb30BATENIEM, OTKIIOYUTH YUETHYIO
3aIHCh, @ TAK)KE HA3HAYUTH MMYTh K IPO(QUIIO U CLIEHApHI BX0/1a B CUCTEMY.

5. KypHnaa ayaura

XKypnan ayaura gopmMupyercs COriacHO ycTaHOBKaM ayauTa. CoObITUS KypHasla JOCTYIHBI 4Yepes3
koHcolb «Ilyck -> Ilanenb ynpaBiaeHus -> AIMHHUCTPHUPOBAaHKE -> YIIpaBJIeHHEe KOMIIbIOTEPOM
-> [Ipocmotp coObiTHIi». [l KypHanma ayauTa MOXHO HPUMEHSATh (QUIBTP, MO3BOJISIOLINI
IIPOCMATPHUBATh TOJIBKO COOBITUS C ONPEIETICHHBIMU XapaKTEPUCTUKAMHU.



3aganus K JJadopaTopHoi padore:

3aganue 1. PeanusyiiTe mepedrclieHHbIC HUKE HACTPOUKH C TOMOIIBIO rpaduueckoro mHTEpdeiica
ocHacTok mmc, Secpol.msc u GPedit.msc.
1. Onpenenute claeAyrONIYIO MOJUTUKY MapOJICH:
1.1 YcranoBuTe KOIMYECTBO 3alIOMHUHAEMBIX nlapojieit pasHoe 10.
1.2 YcranoBute Cpok IeCTBUS mapoJieid paBHbIM 10 qHsM.
1.3 YcraHoBUTE MMHMMAJIBHBINA CPOK JEHCTBUS MApOJIs PABHBIM 5 THSAM.
1.4 TloTpeOyiiTe yCTaHOBKY IapoJisi, OTBEYAIOIIETO TPEOOBAHUSIM CIIOKHOCTH.
1.5 YcranoBuTe AJIMHY NapoJjs HE MEHEE 5 CUMBOJIOB
1.6 OTkirounTEe UCIOIB30BAaHUE 00pAaTHOTO MK(POBAHUS [IPU XPAHSHUU TTapoJIeh
2. 3anaiiTe NOAUTUKY OJIOKUPOBKH YYETHBIX 3aITUCEH:
2.1 Onpenenute OIOKMPOBKY YUETHOM 3alIUCH Yepe3 3 HEYJauHbIX MOMBITKA BX0J1a B CUCTEMY
2.2 Onpenenute OJIOKUPOBKY YUETHOM 3aHMCH TIOCIIE HEYAaYyHbIX MOMBITOK BXoAa Ha 10 MuH
2.3 Omnpenenure BpeMsl B TE€UEHHE, KOTOPOTO MOICUUTHIBAIOTCS HEyJauyHbIE MOIMBITKA BXOJa
paBHBIM 15 MuH.
3. 3anaiiTe perucTpaiuo cIeayIuX COObITHI:
3.1 Bxox B cucremy (ycrex)
3.2 Jloctyn k o0beKTam (ycrex)
3.3 JJoctyn K ciry»x0e KaTanoros (ycrex)
3.4 3ameHeHue MONMUTUKH (YCTIeX)
3.5 Ucnonb3oBaHue npuBuierui (ycnex)
3.6 OtcnexuBaHue MpoieccoB (ycmex)
3.7 CuctemHuble coObITUS (YCHeX)
3.8 CoObITHs BXOJa B cUCTEMY (ycreX)
3.9 VnpaBieHue yueTHbIMU 3aUCIMHU (YCIIEX)
4. Cozpaiite Tpymiy nons3oBateneir Groupl.
5. Cospmaiite yderHyro 3anuch mnonb3oBarens Userl u momectute ero B Groupl. 3amperute
nonb3oBarento Userl cmeny maposs.
6. Beynaiite yuetHoii 3amcu Userl cnemyromue mpasa:
ApxuBupoBaHue (ailyioB U KaTaJloroB
Boccranonenue (aityioB 1 KaTauoros
BxoJ B kauecTBe NaKeTHOTO 3a/1aHUS
7. Beiaiite rpymie mosib3oBaresneit Groupl cienyromnue nmpasa:
Boccranosnenue ¢aityioB 1 KaTtanoron
Bxon B kauecTBe MakeTHOTO 3adaHuUs
Bxon B kauecTBe City:x0bl

3ananue 2. Co3naiite mabnon 6e3onacHoctu Secpl.inf ¢ HacTpoiikamu yka3aHHbIMHE Bbilie. CpaBHUTE
YCTaHOBJICHHBIE HACTPOMKHU € 11a0JIOHOM COMpatws.

3apanume 3. PeanmsyiiTe mnepeyncieHHbIE HW)KE JEHCTBUS C TIOMOIIBIO TakeTHoro (aiina,
UCIIOJB3yrolero komanay secedit.

1. CpaBHUTE TEKYIIYIO MOJIUTUKY O€30MacHOCTH ¢ 11abjJoHOM compatws

2. DKCHOPTUPYHTE TEKYIIYIO MOJUTUKY Oe30macHoCTH B madiaoH shabl.inf

3. HacrpoiiTe momuTrKy 0€30MacHOCTH, UCIIONB3Ys 1madmon hisecdc

3amanue 4. OcyniecTBUTE MONBITKY BXOJIa B CUCTEMY U3 110/ HECYIIECTBYOLIETO Tonb3oBareis Kevin.
3aiAuTe B CUCTEMY U HaWJIUTE B KypPHAJE ayJIuTa COOTBETCTBYIOIIYIO 3aIUCh.

3aganue 5. BepHuTe MCXO/IHBIE HACTPONKH CUCTEMBI



