OnepanuoHHbIE CHCTEMBbI
JlabopaTtopnast pabGora NeS

Peectp Windows

Peecmp — 310 0a3a NaHHBIX IJIs XPAHEHUsS CBEIEHUI O KOHOQUIypallM¥ KOMIIBIOTEPA U HACTPOEK
OIEepaLlMOHHOM crcTeMbl. PeecTp comepkuT qaHHble, K KoTopsIM Windows MOCTOSIHHO 00paIiaeTcst BO BpeMs
3arpy3Ku, paboThl U €€ 3aBepUICHHUs, a UMEHHO:

- HACTPOWKH JUIs BCEX MOJIb30BATENbCKUX MPODUIIeH;

- CBE/ICHUA O KOH(QUTypaly yCTaHOBIEHHOTO 000PY/10BaHMS;

- JaHHbIe 00 YCTAHOBJICHHBIX MPOTrpaMMax U THUIAX JOKYMEHTOB, CO3/1aBaEMBIX KaXKI0U IPOTrpaMMOoii;

- CBOMCTBA MAIOK U 3HAYKOB IIPOTpamMM;

- TaHHbIe 00 UCTIONIb3yEeMBbIX MOPTaxX H T. II.

be3 HOpMaIbHOIO COCTOSIHMS peecTpa cUcTeMa IIPOCTO He 3arpy3uTcs. Jlroboe noBpexaeHue peectpa
BBI3BIBAET MHOXXECTBO IMpoOJIeM, Jaxe eciau cuctema 3arpyxaercs. [Ipum pabore ¢ peecTpom clemyeT
IOCTYINaTh OY€Hb OCTOPOKHO. HEeoOX0aUMO BBINOIHATH pE3epBHOE KONMMPOBAHME, MIPEXkKAE YeM YTO-THO0
U3MEHSATH B PEECTpE.

BuyTpeHHsis opraHu3anus peecrpa

Jliis paboThI ¢ peecTpOM HCIOJIb3YyeTcsl pefakTop Regedit, KOTOPBI MOKHO BBI3BaTh MO KOMaHJE
['maBHOTO MEHIO - BoimoHUTS... B penaktope peectpa ecTh JIBe MaHeIn. DJIEMEHThI, 0TOOpakaeMbI€ B JIEBOH
MaHeNH, SBJSIOTCS KII0YaMU WIH pa3iellaMi, a B MPaBOM MaHeIM — 3HAYEHUSMHU. 3HA4YC€HHE — 9TO
COJIEPKUMOE peecTpa, MoI00HOo ad3amam B KHHTE.

Pasnen peectpa orobpaxkaercs kak ¢aiisn Ha xecTkoM aucke. [1og KycToM MOHHUMArOT HabOp pa3/iesioB,
MOTYMHEHHBIX pa3fiesioB U ux napamerpos. B Windows 7 peecTp coaepKUT ciae1yroIe OCHOBHbIE pa3ielibl:

HKEY CLASSES ROOT (HKCR) - CCBLIKA Ha pasxen
HKEY LOCAL MACHINE\Software\Classes. Xpansmiuecss 37eCh CBEIACHHUS OOECIEUMBAIOT 3aIyCK
HE0OXOIMMOM MPOTpaMMBI TIPU OTKPHITHH (aiijia ¢ TOMOIIBIO MPOBOJHUKA. JTOT pa3esl CONEPKUT CBSI3U
MEXy MPUIIOKCHUSIMU U THIIaMu (GaiiioB, a Taxke nHpopmanmio 06 OLE.

HKEY CURRENT USER (HKCU) — cceuika Ha omnpenencHneii nozapasaen HKEY USERS.
HacTpoiiku cOOTBETCTBYIOT TEKYIIEMY, aKTUBHOMY IOJI30BATENIO, BHIOJIHUBILIEMY BXO/ B CUCTEMY.

HKEY LOCAL MACHINE (HKLM) — pa3zaen COAEPXMT HACTPOMKHU, OTHOCSIIUECS K TEKYIIEMY
KOMIIBIOTEPY M JCHCTBUTEIBbHBIC JUIA BCEX IMOJb30BaTelei, a Takke HH(poOpMalMio 00 anmapaTHON
KOH(MUTYpaliy U yCTaHOBJICHHOM IIPOrPaMMHOM 00€CIIEYEHHH.

HKEY USERS (HKU) — 3TOT pa3iei COAEPKUT HACTPOMKU JUIsl BCEX MOJIL30BATEIEH KOMIIBIOTEPA.

HKEY CURRENT CONFIG (HKCC) - CCBIJIKa Ha
HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Hardware Profiles\Current. Paszmen comepxut
CBEICHHS O HACTPOHKax 000PYIOBAaHUS, UCTIOIB3YEMbIX JTOKAIBHBIM KOMITBIOTEPOM TIPH 3aITyCKE CHCTEMBI,
T. €. ”HQOPMAITUIO O TEKYIIeH KOH(PUTYpaIUH.

®aiinel peectpa (MMeHHU (aiisia COOTBETCTBYET KYCT PEecTpa):

- SAM - HKEY LOCAL MACHINE\SAM;

- SECURITY - HKEY LOCAL MACHINE\Security;

- Software - HKEY LOCAL MACHINE\Software;

- System - HKEY LOCAL MACHINE\System;

- HKEYCURRENTCONFIG;

- Default - HKEYUSERSVDEFAULT;

- @aiiner Ntuser.dat - HKEY CURRENT USER (otu ¢aiinel xpansitcs B C:\Documents and
Settings\%UserName%) u conep:kaT KOHPHUTypaluio [Uisi KOHKPETHOro mnosb3oBarens. [lo ymomuaHuio
moutd Bce (Qaitnbl kyctoB: Default, SAM, Security, Software u System, coxpaHSIOTCS B Manke
%SystemRo0t%\System32\Config.

- Tlanka %SystemRoot%\Profiles comepxuT HacTpOWKH Al KaXKIOTO TOJB30BaTENsl KOMIBIOTEPA.
TounbIit CITUCOK (aiinon peectpa MOYHO MMOCMOTPETH o BETBU:
HKEY LOCAL MACHINE\System\CotnrolSet\Control\HiveList\.



[Ipu HavanpHOM 3arpy3ke K JdToMy pazzaeny oOpamaercs Configuration Manager, uTOOBI
POMHUIMAIN3NPOBATH BCE OCHOBHBIC Pa3/ieNbl peecTpa.

Onucanue THIIOB JAHHBIX peecTpa

REG BINARY — IBOMYHBIC JJaHHBIC. BoabmmHaCcTBO CBEAEHUH 00 alnmnapaTHbIX KOMIOHEHTAaX XPaHUTCS
B BU/JIE IBOMYHBIX JJAHHBIX U BBIBOAUTCS B PEIaKTOPE peecTpa B MIECTHAALIATEPUIHOM PopMarTe.

REG DWORD — nenble uucia pasmepoM B 4 Gaiita. MHOTHe mapaMeTpsl Ci1y:K0 U IpaiiBepoB yCTPOHCTB
UMEIOT ATOT THI U OTOOPAXKAIOTCS B IBOMYHOM, IIECTHAANATEPUIHOM HIIN ASCATUYHOM (popmarax.

REG EXPAND S7 — CTpOKa JaHHBIX MEPEMEHHOM JJIMHBI.

REG MULTI SZ — MHOTOCTPOYHBIA TEKCT. DTOT THII, KaK IPaBHJIO, UMEIOT CIIUCKH U JAPYTHE 3aIMCH
B (hopmare, y10OHOM JIJIsl UTEHUS. 3aIIUCH Pa3JIEsIOTCs MpodeaamMu, 3amsThIMU WA JPYTUMU CUMBOJIAMHU.

REG SZ — TeKCTOBas CTpoKa (PUKCHPOBAHHOM JJIMHBI.

REG FULL RESOURCE DESCRIPTOR - IOCJIEA0BATEILHOCTD BJIOKEHHBIX MAacCHBOB,
paspaboTaHHast 1151 XpaHEHUS CIIMCKA alMapaTHBIX PECYpCOB WIH JpaiiBEepOB.

REG NONE — mapameTpbl JaHHOI'O THUIIa HE UMEIOT ONPEICICHHOI0 ABOMYHOTO MJIM CTPOKOBOI'O THIIA.
B penaktopax peectpa oHU 0TOOpaKAOTCS B BHJIE TAPaMETPOB JBOMYHOTO THIIA.

REG LINK — CTPOKOBBIH THII JaHHBIX AJIS yKa3aHUs IMyTH K (aiiaam.

CymiecTByeT psll APYruX TUIIOB JIAHHBIX.

Co3naHne TeKCTOBOM KONMHU peecTpa

[IpocToii cioco6 3ape3epBUPOBATH PEECTP 3AKIIOUAETCS B CO3JaHUU €0 TEKCTOBOW KOMHH € IIOMOILIBIO
KOMaH/Ibl MEHI0 ®arii-OKCIOPT... pefaktopa REGEDIT. PeKOMEHAYETCA PEryJsIPHO BBIIOJIHATH TAKYIO
onepanuio. J[J11 BOCCTaHOBJIEHUS KOIIUU PEECTPA CIAEAYET BBITOIHUTh KOMaHAy — ®arii—VIMIOpT...

OcCHOBHBIE CTaHAAPTHBIE PA3IEIIBI HENb3sl YAAIUTh WIK ITIepeuMeHoBaTh. HekoTopsle pasnensl peectpa
SBIISIIOTCSI SHEPrO3aBUCUMBIMU M HE XPAHATCS B KaKOM-JIIMOO (aiine. OnepanoHHas cUCTeMa CO3J1aeT U
YOPaBJISET 3TUMHU Pa3AeslaMU MOJHOCTEIO B mamsATU. CUcTeMa CO3/1aeT S3HEPro3aBUCUMBIE pa3/ieiibl KaX bl
pa3 npu HauvanbHOU 3arpyske. Hanpumep, HKEY LOCAL MACHINE \HARDWARE — pa3nen peectpa,
KOTOPBIM XpaHUT UHPOpPMALHMIO O (PU3NYECKUX YCTPOWCTBAX M Ha3HAYEHHBIM MM pecypcaMm. Haznauenue
pecypca U anmapatHoe oOHapyKEHHE MPOUCXOIAT KaXIbIi pa3 Mpu 3arpy3ke CUCTEMBI, I03TOMY JIOTHYHO,
YTO 3TH JAHHBIE HE 3alIMCHIBAIOTCS HA JUCK.

Onucanue OCHOBHBIX pa3/1e/ioB

OCHOBHO# pa3Jiesl CHCTEMHOrO peecTpa — 310 pasaen HKEY LOCALMACHINE\SYSTEM.

Haubonpmmit wHTEpec s mosb3oBateneit mpencrabissioT BetBu HKEY CURRENT USER wu
HKEY LOCAL MACHINE: umMmeHHO TaM XpaHATCS HaCTPOMKH, N3MEHEHNE KOTOPBIX MOKHO BBIIIOJIHSTH B
COOTBETCTBUHU C »proHomuueckumu TpeOoBanusmu. Pazgen HKEY USERS comepxut Bce aKkTHBHBIC
3arpykKeHHbIE TapaMeTpbl IoJb30BaTeNsl. OH UMEET HE MEHEE TPEX KIIIOUEH:

1. Tlompasmen DEFAULT, rtnme xpaHuTcs wucHojib3yeMas KOH(UTyparusi, Korja HHU OJIWUH W3
MOJIb30BaTENICH eIle He BOIEN B KOMIBIOTEP. To eCTh 0TOOpakaeTcsl MPUIJIALICHHE Ha BXO/] B CUCTEMY.

2. JlomoaHUTEIBHBIN TTOApa3iesl, KOTOPBIM UMeeT UMs B cooTBeTcTBHH ¢ security ID (SID) Texymiero
MOJIb30BaTENsl. OJTOT TOAKIIOU peecTpa COMACPKHUT KOH(PHUIypaluio TEeKylero mnoib3oBarens. Ecmu
M0JIb30BaTEb BOILEN YJAIEHHO, JaHHbIE AN KOH(UTYpaluH MOJb30BaTeNil COXPAHSIOTCA B CHCTEMHOM
peectpe mectHoro kommbiorepa. Jlanaeie u3 HKEY USERS\%SID% Takke mosBIsOTCS B
HKEY CURRENT USER.

3. JlononHUTENbHBIN MTOAPA3/ell, KOTOPBIM UMEET UMs B cooTBeTCTBUHU ¢ SID Tekyiero nonb3osarens
¢ cypdukcom Classes. DTOT pa3gen COACPKUT KIACChl TEKYIIEero Iojb3oBareis. JlaHHbie B
HKEY USERS\%SID% Classes takxe conepxkarcs B HKEY CLASSES ROOT.

B Windows XP xondurypamus monszoBarens no ymondanuto (default user profile) ne xpanurcs B
cucreMHOM peectpe. OHa HaxoAWTCS Ha CHCTeMHOM Jjucke B  (aiime \Documents and
Settings\DefaultUser\Ntuser.dat.

Kyctr HKEY CURRENT USER sBusercs CCbUIKOM Ha ONpPENENEHHBI IOApasfesl KycTa
HKEY USERS. Dt1o 3Hauur, 4TO BCE€ HM3MEHEHUs B paszjenax, Ioapasliesiax M KIouYax Kycra
HKEY CURRENT USER aBTOMaTHuYecKd TYT K€ OTOOpaXKaroTcsi B ONpPEICNCHHOM TOpasfelne



HKEY USERS, coOTBETCTBYyIOIIEM aKTUBHOMY II0JIb30BaTEN0, T.€. II0OJb30BATENI0, BBINOJIHUBILIEMY
MpOLIEAYPY BXOAA.

YroOsl y3HaTh, B kakoM uMmeHHO paznene HKEY USERS mnpoBoastcss n3MeHeHUs, MOJIb30BaTENb
noibkeH y3Hath cBoil SID. Torma mckomblid pazznen OyleT UMEHOBAThCS MPUMEPHO CIICIYIONUM 00pa3oM:
HKEY USERS\S-1-5-21-117609710-1606980848-839522115-500. I'ne mudpoBas yacts, BMecTe ¢ OYKBOI
S, u ects SID.

SID — wuaeHTHPHUKATOp OE30MAaCHOCTH CTPYKTypa JAHHBIX [EPEMEHHOW JJIMHBI, KOTOpas
UIACHTUQUIMPYET TOJB30BaTENsl, TPyNIy MW Kommobiorep. Kaxkmas ydeTHas 3amuch B CETH HMEET
yaukansHblil SID. BayTtpennue npoueccsl B Windows oOparatores k SID i nmonydeHust y4eTHON 3amucu
TOJIB30BATENS WJIK UMEHU IPYMIIbL. /(151 BBIACHEHUS IMEHU 10JIb30BATENS BBIIIOJIHUTE CICAYIOIINE NEHCTBHUS:

- OTKpOMTE penakTop peectpa HKLM\ SOFTWARE\Microsoft\Windows NT\
CurrentVersion\Profilelist;

- BeiOepute SID u mocmotpute ProfilelmagePath, B koH1ie cTtpokn oToOpaskaeTcst ©Ms TTOJIb30BATENS.

VBunerts Bce SID, oTHOCsMECs K OJIb30BaTENsIM Komnbiotepa, MoxHO B pazaene HKEY USERS. Ho
B OOJIBIIMHCTBE cliydaeB 3HaTh SID He 00s13aTenbHO.

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet — »3To TOXe ccbulka Ha OIUH U3
nporyMepoBaHHbIX oapasaenoB ¢ uMeHamu HKEY LOCAL MACHINE\SYSTEM\ControlSet00n, rae n —
Homep. Iloapaznensr ControlSet00n mpencTaBistoT co60it HAOOPHI HACTPOEK IS ONEPAMOHHON CHCTEMBI.
BonbmvHCTBO cucTeM UMEIOT JBa NMPOHYMEPOBAHHBIX YIPABISIOUIMX Habopa: OPUTMHAT M PE3EPBHYIO
KOIIMIO, KOTOpasi UCIOJb30Balach MPHU IOCIEIHEM YCIEIIHOM cTapTe cucTeMbl. OnepalyoHHas cUcTeMa
MOKET OOCITYXHBaTh HECKOJIBKO TaKuX HaOOpOB. DTHU 3HAYEHHUS COXpaHeHbl B moakmtoue Select. mena
napameTpoB kimouda Select coorBercTBeHHO: Current — Tekyuiue HacTpoiiku u Default — HacTpoiiku mo
ymoiuanuio. [Tapamerp LastKnownGood cooTBETCTBYET MyHKTY MEHIO MPH 3arpy3ke «3arpyska mocieaHein
yIa4HOl KOH(UTYpaIrum.

REG-¢ajiiabi

REG-ban — 370 (aii ¢ paciupeHrueM .reg, UMEIOIIUA ONPEACIICHHYIO CTPYKTYPY U COJEp KAt
uHpopMaInnio, KoTopas umnoptupyercs B peectp. Co3naTh Takoi ¢aill MOXHO B J1I0OOM TEKCTOBOM
penaktope (Harpumep, biokuot). Ilepenoc nadopmanuu U3 Takoro ¢aiiaa B peecTp MPOU3BOJAUTCS ITyTEM
3amycka 3Toro ¢aina. Reg-daiiiasl MOTyT MpUTOAMTHCS B Pa3NUYHBIX cuTyalnusx. Hanpumep, ecim Obuia
3a0J0KHpoBaHa paboTa ¢ PeIaKTOPOM peecTpa, TO HauboJiee MPOCTHIM CITOCOOOM HCIPAaBUTh YCTAHOBKH B
peectpe OyAeT co3aHue U UMIIOPTUPOBaHHE reg-daiina.

Ilepsas cmpoka reg-gatina nyst Windows o6si3arensHo moipkHa coaepkarh: REGEDIT4 wim Windows
Registry Editor Version 5.00 (Peructp cumBosioB BakeH!).

Bmopasa cmpoka o6s3aTenbHO NoKHA OBITH nycmoit! 3aTeM yka3bpIBaeTcs pa3/ell peecTpa, B KOTOpoM
Ha/I0 TMPOIHUCAaTh WJIM M3MEHUTh Kakue-To mapamerpbl. HasBaHue paszzena JOHKHO OBITH 3aKIIOUEHO B
KBaJIpaTHbIE CKOOKH. 3aTeM HUXKe MPOIUCHIBAIOTCS MapaMeTphl U 3HAYEHUS 110 OJTHOMY MapaMeTpy B CTPOKE.

[Tpu OKOHYaHMU ONMCAHUS TAPAMETPOB U MX 3HAUEHUH 00s13aTEIILHO OCTABIISAIOT HYCHYIO ROCTEOHIO0
cmpoky!

B o0riem Buzie CTpyKTypa reg-Qaiina BHITISAUT CIEAYIOIINUM 00pa3oM:

REGEDIT4

[Razdel 1]

" param 1 "=" znacheniel "
" param 2 "=" znachenie2 "
" param 3 "=" znachenie3 "
[Razdel 2]

"paraml "="znacheniel "

Jlia napamerpos Tunna DWORD wucnons3yercs cTpoka
"param"=dword : XXXXXXXX
"param" — ums mapametpa, dword — ykas3pIBaeT Ha THII 3TOro napaMerpa (OyKBbI JOJKHBI OBITH
00513aTeNIbHO MaJIEHbKKE) U IOCIE IBOETOUUS CIIEAYeT 3Hau€HHE U3 BOCBMM LU(P B MIECTHAALATEPUIHOM
dbopmare. Onnako 6onpmHCTBO MapameTpoB DWORD umerot 3nadenue 6o 0, 6o 1, 3HAUUT, HYKHO



Hanucath coorBeTcTBeHHO J1O0 00000000, mu6o 00000001 BMecTo 3HaukoB XXXXXXXX. Ilpobens! B
CTPOKE HE JIOITYCKaIOTCSl.

Jlnis noGaBieHus TBOMYHOTO MapaMeTpa (hopMar 3anucu HECKOJIbKO HHOM:
"param "=hex:XX,XX,XX,....

"param" — uMms mapamerpa, mociie 3Haka "=" umer hex, T.e. yKa3bpIBaeTCs, YTO 3TO OyIET JBOUYHBINA
napameTp, 3aTeM HUAYT ILIeCTHAAAaTepUUYHbIE 4YKCIia, OTAENEeHHbIe 3anartod. Hampumep, ecnu Bam Hazo
no0aBUTh JBOWYHBIN mapamerp paBHbiidi "be 00 00 00", TO crnemyer 3ammMcath CTPOKY:
"param"=hex:be, 00,00, 00

B peectpe cymectBytor mapamerpsl "[lo ymomuanuto" ("Default"). UToObI TPUCBOUTH UM KaKOE-TO
3Ha4YeHHUe uepes reg-Gaiis, Hago J0OABUTH TaKYIO CTPOKY:

@="znachenie"

31ech 3HAUOK (@ TMOKa3bIBAaeT, YTO y HAC MpHCBamMBaeTcs 3HadueHue mapamerpa "Ilo ymomuanuio".
OOparuTe BHUMaHUE Ha TO, YTO OH HE 3aKitoyaercs B KaBbluku. [Ipumep reg-¢aitna nius Windows XP:
Windows Registry Editor Version 5.00

; OTKJIOUMTE IIepesarpy3kKy B ciaydae BSOD
[HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Control\CrashControl]
"AutoReboot"=dword: 00000000

; OTKJIIOUMTE yBEeIOMJIEHME Ha SKPaHe NPMBETCTBMA O HENPOUUTAHHEIX
COOOIEeHMAX
[HKEY LOCAL MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\UnreadMail

]
"MessagekExpiryDays"=dword: 00000000

Mo:KHO ynaisaTh pa3fensl peecTpa U 3HaueHus B paszaenax. [ yaanenus pasuena UCIOIb3YIOT TOT Ke
camblii popMmart reg-aitna, TOIHKO NIEpe HAUMEHOBAaHKUEM pasjielia cTaBaT 3Hak "Munyc" ("-").
Hanpumep:
REGEDIT4

[-HKEY LOCAL MACHINE\SYSTEM\Setup]

OtoT ke ¢dopMmar HCIONIB3YIOT A YHAJICHUS OTICNIbHBIX MapaMeTpoB B BHIOPAHHBIX pasjesax,
noctaBuB 3Hak "Munyc" ("-") mocine 3Haka "paBHo" ("="):
REGEDITA4

[HKEY LOCAL MACHINE\SYSTEM\Setup]
"SetupType"=-dword:0

Hacrpoiika komnborepa
Hacmpotixa pabouezo cmona, nanenu 3a0a4 u 3Ha4Ko8

Bb10op 060eB nu1s1 padouero crosa

Kaprunke, koTopas ucnomis3yercst B kauecTBe 000€B AJisi pabodyero croia, COOTBETCTBYET MapaMeTp
Wallpaper wu3 pasgena HKCU\Control Panel\Desktop. On saBusercs ctpokoBeiM (REG SZ) u
yKa3piBaeT myTh K BMP-(aiiny, KOTOphIi MTODKEH HCIONB30BaThCA B KadecTBE 00OEB pabouero cToa.
Hampumep, ecu kaptunka (Wallpaper.bmp) HaxonuTcst B KOpHEBOUM JUPEKTOPHUH, TO B KAYECTBE CTPOKOBOTO
nmapamerpa HeoOxoammo ykazath C:\Wallpaper.bmp. BreiOupare o0ou myTeM pegakTUpOBaHUS peecTpa
HeIeIecoo0pa3Ho, MPOoIIE CANATh 3TO cTaHAapTHRIMU cpeacTBamu Windows. OJHaKO C X TTOMOIIBIO HEllb3s
3aMpeTUTh MOJIb30BATENI0 U3MEHITH 0001 pabouero crona. Takol 3anmpeT MOXKHO peaar30BaTh Kak pa3 myTeM
penakTupoBaHusi peectpa. Jlms 3ampera u3MeHeHus o0oeB  pabodero cToma B pazjene
HKCU\Software\Microsoft\Windows\CurrentVersion\Policies HYXHO c€O31aThb HOBBII
pasnen (kmo4) System, a B HeM — napameTp NoDispBackgroundPage tuna REG. DWORD, 3nauenue



KOTOPOTr'0 yCTaHABJIUBAETCs paBHbIM 1. MI3MeHeHus: HauHyT AeMCTBOBATH MOCHE NIEpe3arpy3ku KOMIbIOTEpa.
UtoOBI BEpHYTh BCE B HCXOAHOE COCTOSIHHE, CIIEyeT NMPUCBOUTH MapameTpy NoDispBackgroundPage
3Hauenue 0.

OTtoOpaxenue Bepcun Windows Ha padodeM cToJie

Jlyst Toro 4ToOBI B MIPaBOM HIDKHEM YIITy pabouero croja otobOpaxkaics Homep coopkun Windows, B
paznene peectpa HKCU\ControlPanel\Desktop HE0OX0IUMO CO31aTh (€CIU €ro elie HeT) mapaMeTp
PaintDesktopVersion tuma REG DWORD, kotopomy npucBanBaercs 3HaueHue 1. Pesynbrat MoxHO
Ha0II0aTh TOCIIE Tepe3arpy3ku kKommbiotepa. s 3ampera oroOpaxkeHus Homepa cOoopkum Windows Ha
pabouem croie mapamerpy PaintDesktopVersion npucBauBaercs 3HaueHue 0.

CoxpbITHE 3JIEMEHTOB Ha pado4eM cToJIe

CKpbITb BC€ »dJeMEHTHl (MKOHKH) Ha paboyeM CTojJe MOXKHO TyTeM CO3JaHus B pasjene
HKCU\Software\Microsoft\Windows\CurrentVersion\Policies pa3gena Explorer, B
KOTOpOM HeobxomuMo co3aath napamerp NoDesktop tuna REG_ DWORD, umeromuii 3naderne 1. UToObI
BEPHYTh BCE B HCXOJIHOE COCTOSIHHUE, I0CTATOYHO MPUCBOUTH NTapaMeTpy NoDesktop 3HaueHue 0.

Jlo0aB1eHHe 3HAYKA KOP3MHBI B Nanky « Mol KoMIbIOTEpP»

UtoObl 100aBUTH 3HAYOK KOP3WHBI B OKHO «MOH KOMIBIOTEpP», HEOOXOIMMO B pa3en peecTpa
HKLM\Software\Microsoft\Windows\CurrentVersion\Explorer\MyComputer\NameSpace
n006aBuTh moapasnen { 645FF040-5081-101B-9F08-00AA002F954E}.

/loGaB1eHHe KOMaH/I B KOHTEeKCTHOe MeHI0 3Hauka My Computer

Ecnm na 3nauke My Computer (Moil KOMITBIOTEP) IMIETKHYTh MPAaBOW KHOMKOW MBIIIH, TO TIOSIBUTCS
KOHTEKCTHOE MeHI0 anieMenTa My Computer, B KOTOPOE MOXKHO T00AaBUTh COOCTBEHHYIO KOMaHy. J{i1st 3TOro
B pasmene peectpa HKCR\CLSID\{20D04FE0-3AEA-1069-A2D8-08002B30309D}\shell
HEoOXOIMMO cO37aTh HOBBIM pazmen (oH W Oyaer oToOpaxkaThcsi B MeHIo, Hampumep, Calculator
(KampkymnsaTop)), B KOTOPOM, B CBOIO OYepellb, CO3/IaeTcs nmoApaszaen command. IlapameTp mo yModaHUIO
(Default) nannoro pasnena tuna REG SZ nomxkeH 3ai1aBaTh CTpOKY JUIS 3aITyCKa MPUIIOKEHUS — HAIPpUMeED,
ecIi Heo0X0IMMO 3armycTuTh npunoxenue Calculator, napameTpy mpucBauBalOT 3HaYeHUE calc.exe.

YnajieHne CTpesIOK € SIPJIbIKOB MPUJIOKEHU HA padoyeM CToJIe

Jnst mro6oro ¢aitna, J0KyMeHTa M IPUIOKEHUS Ha pabodYeM CTOJIe MOYKHO CO3/aTh SIPJIbIK — 3HAYOK,
KOTOPBIN pacrnojaraercsi B JOCTYITHOM MECTE U CIIY>KHUT JUIsl OTKPBITUSI COOTBETCTBYIOIIETO emMy (aiina.
Ha 3Haukax, COOTBETCTBYIOIIMX SpJbIKaM (paiiiioB, IPUCYTCTBYET CTPENIKA B HUYKHEM JICBOM YTIIy, KOTOPYIO
MIPY KEJTAaHUHU MOKHO yaaluTh. J{i1g aToro B paszaene peectpa HKCR\1nkfile HYXHO yJaduTh CTPOKOBBIN
napamerp IsShortcut.

Hacrpoiika I';1aBHOI0 MeHIO

CxpbITHE TYHKTOB B [ TaBHOM MEHIO: BETBb
[HKEY CURRENT USER\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\Explorer]

NoClose=hex:01,00, 00, 00 ; 3aBepiicarne pabOTHI
NoFavoritesMenu=hex:01, 00,00, 00; u3bpanHoe
NoFind=hex:01,00, 00, 00 ; mouck
NoLogOff=hex:01,00,00,00 ;logoff
NoRecentDocsMenu=hex:01,00, 00, 00 ; TOKYMEHTBI
NoRun=hex:01, 00,00, 00 ; BHIITOJHUTH
NoSefFolders=hex:01,00, 00, 00 ; HaCTpOMKH

Jlnst Bo3BpaTa myHKTOB Tocie hex : BMecto 01 ykasbiBaiite 00

YupasjieHue TUCKAMU

Ecnu BbI XOTUTE CKPBITH 3HAYKU TUCKOB B OKHE Moil komnibtoTep U [IpoBOAHUK, TO OTKpOWUTE pa3nuen
HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer U co3maiTe
napametp NoDrives tuma DWORD c tpeOyembiM 3HaueHueM. Takke OyIyT CKpPBITHI OTH 3HAYKU U B



crannapTHbIX okHax OTkpbiTus U Coxpanenus QaitoB. Tem He MeHee, TOIB30BaTENb MO-MIPEKHEMY HMEET
JOCTYNl K 3THUM JAHMCKaM (4epe3 KomMaHay BBIMOMHUTH wiM neyaTas BpYUHYIO aJipec B aJpPECHOM CTpOKe
[TpoBoHuKa). JlaHHBII apameTp ABiseTcs HaOOpoM OUTOBBIX (uiaroB. Kaxaplit OMT COOTBETCTBYET OTHOMY
13 26 BO3MOKHBIX UMEH TucKoB. Kaxaomy nucky npucBauBatorcs 3HadeHus (hex): A -1; B-2; C-4 u 1.1
UT0oOBI CKPBITH HYXKHBIE BaM JUCKH, HY)KHO CJIIOXKHUTH 3T OUTHI. CIIO)KHOCTh COCTOUT B TIEPEBOIC TBOMYHOTO
3HAYCHMS B IIECTHAAIATepuyHoe. B Tabmuiie mpuBOAUTCS HEOOBIION CIIMCOK 3TUX 3HAaYeHUWA. MOXXHO He
CKpBIBaTh CaMH 3HAYKHU JMCKOB, HO 3alPETUTh IMOJIb30BATEIIO JOCTYN K (aiiiaM 3alaHHbIX TUCKOB 4epes
[IpoBomank, Moi#t kommbioTep, BpeimomauTs waM komanay Dir. Otkpoiite peectp W B pasuene
HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer  coO3JalTe
napametp NoViewOnDrive Tuia DWORD, conepkamumii OMTOBYI0O MacKy st 1uckoB. Hampumep, auck A
umeer 6ut 1, auck C - 4, muck D - 8. Takum 00pa3oM, 4TOOBI CKPBITh TUCKH A U D, HYXHO CIIOKUTh HX
3HaueHus 1 (A) + 8 (D) u ycraHOBUTH 3HaUeHUE 9.
Cnucok Bcex IUCKOB:

A:1,B:2,C:4,D: 8, E: 16, F: 32, G: 64, H: 128, I: 256, J: 512, K: 1024, L: 2048, M: 4096, N: 8192, O:
16384, P: 32768, Q: 65536, R: 131072, S: 262144, T: 524288, U: 1048576, V: 2097152, W: 4194304, X:
8388608, Y: 16777216, Z: 33554432, Bce nucku: 67108863

Ta6mmia. Bo3moxkabie 3HaUeHHs mapamerpa NoDrives

0xO03FFFFFF | CkpbIBaeT Bce 3HaUKU

0x3 CkpbIBaeT TosIbKO JUcku A u B

0x4 CxkpbIiBaet ToJabK0 IUcK C

0x8 CkpbIBaeT TONBKO AUCK D

0x7 CxpsbiBaet Toabko aucku A, Bu C
OxF CkpsiBaet Toibko aucku A, B, Cu D
0x0 Bunue! Bce nucku

Hacmpotixa 3aepysku Windows

ABTOMATHYECKHI BXO/Jl B CHCTEMY

CymiecTByeT BO3MOXHOCTh aBTOMaTHYECKOro Bxojaa B Windows, MUHYs 3KpaH NpPUBETCTBHS, KOTJa
IPUXOJUTCS yKa3blBaTh MMs I0JIb30BATENS U Mapoiib. /[l aBTOMaTHYECKOro BXOJla B CUCTEMY B pazfelie
peectpa HKLM\ SOFTWARE\Microsoft\Windows NT\CurrentVersion\Winlogon Tpebyercs
M3MEHUTh 3HaueHue mnapamerpa AutoAdminLogon tuna REG_DWORD, ycraHoBuB ero paBHbBIM 1
(anamormunass mpouenypa B Windows XP mpousBomuTcs B OpyroMm  paszziene  peectpa  —
HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Winlogon).

Kpome Toro, B ToM ke pasnene peecrpa HEOOXOAMMO 3aJaTh 3HAYEHHs CTPOKOBBIX IapaMeTpOB
DefaultUserName u DefaultPassword — iepBoe U3 HUX COOTBETCTBYET MMEHH MOJIh30BATENs, 8 BTOPOE 3a/1aeT
1apoJib NoJb30BarTens. Eciau KoMIbroTep BXOAUT B COCTAB JOMEHA, TO MPUAETCS 3a/1aTh TaKKe UMs CETEBOTO
JOMEHa B CTpOKOBOM mapamerpe DefaultDomainName. Tlpu aBTOMaTu4eckoM BXOJE€ B CHCTEMY JHO00I
[10JIb30BaTENb, MOJTYYMBIIMM AOCTYI K KOMIBIOTEPY, MOXKET y3HATh Mapojb, XpaHSILIUICS B peecTpe B
OTKPBITOM BHUJIE.

OrpaHnyeHue HA YN CJIO MONMBITOK ABTOMATHYECKOI0 BX0/1a B CHCTEMY

[Ipu HacTpoiike aBTOMAaTHYECKOTO0 BXO/la B CHCTEMY MOKHO 3a/1aTh KOJIMYECTBO TaKUX BXOJIOB B
CUCTEMY. s 9TOro B pasnene peectpa HKLM\ SOFTWARE\
Microsoft\WindowsNT\CurrentVersion\Winlogon clenayeT C03/1aTh napameTrp
AutoLogonCount Tuna REG_ DWORD u npucBouTh €My YHCJICHHOE 3HAYCHHE, KOTOPOE OY/IET ONpeaciiTh
KOJIMYECTBO PA3PEIICHHBIX aBTOMAaTUYECKUX BXOJ0B B cuctemy. K nmpumepy, eciiu JaHHBIN MapaMeTp paBeH
10, To Oyzmer paspemieHo 10 pa3 BOCHOJIB30BATHCS ATOW BO3MOXKHOCTBIO, TIPUUYEM ITOCIIE Ka)JI0T0 BXOa
TaHHBINA mapamMeTp OyJeT aBTOMaTHYECKHA YMEHBIIAThCS Ha enHuIly. Korna 3HaueHue napamerpa JOCTUTHET
0, xmroun AutoLogonCount u DefaultPassword 6yayt ynanensr u3 peectpa, a napamerpy AutoAdminLogon
Oyznet npucBoeHo 3HaueHue 0.

3ameuenue. Ecnu 3nauenue DefaultPassword ve 3ajaHo, CUCTEMa aBTOMAaTHYECKH U3MEHSICT 3HAUCHHE
pazznena peectpa AutoAdminLogon ¢ 1 (uctuna) Ha 0 (JI0KB), TEM CaMbIM OTKJIIOYasi aBTOMAaTHUECKUI BXOI.



Ecnu Bo BpeMsi 3arpy3Ku CUCTEMBI YACPKUBATh HakaTol kinaBuiny Shift, To aBTomMaTrueckuii BXOA PEepBETCs
Y TIOSIBUTCSI OKHO BBIOOpA TTOJTB30BATEIIS.
Hacrtpoiika coobmenusi npu 3arpyske Windows

C noMoIIpIo peectpa MOXXHO HACTPOUTHh CUCTEMY TaKUM 00pa3oM, YTOOBI MPH 3arpy3Ke MOSIBISIIOCH
JMAJIOTOBOE OKHO C KakuM-THO0 cooOmeHuem. [[nst 3Toro HeoOXoAWMMoO TEpelTH B pa3fenl peectpa
HKLM\SOFTWARE\Microsoft\WindowsNT\CurrentVersion\Winlogon u co3maTb B HEM
ctpokoBeie (REG_SZ) mapametpsl LegalNoticeCaption n LegalNoticeText. B kauecTBe 3HaUCHUS TTapaMeTpa
LegalNoticeCaption HY>XHO yKaszaTh CTPOKY, KOTOpas OyneT OoToOpakaThCsi B 3arojOBKE COOOIICHUS, a
napametpa LegalNoticeText — TEKCT COOOILICHHUS.

Hacrpoiika packiaaku KJIaBHATYPbI B OKHE NPUBETCTBHUSA

B OonbmmHCTBE ciydaeB mpu paboTe Ha KOMIIBIOTEpPE YCTaHABIMBAETCS aHIJIMIICKas U pyccKas
pacKiIaKi KIIaBHATYPHI, TIPH 3TOM OJIHA M3 HUX SBJSIETCS OCHOBHOHM (HCIOJIb3YyeMOW MO YMOJTYAaHHIO), a
Jpyras — JOTOJHUTEIbLHOM.

Packnaaku kimaBHaTyphl, JOCTYIHBIE B OKHE BXOJIa B CUCTEMY, 33JIal0TCS TOJIBKO HA ATANe YCTAaHOBKH
OTIepallMOHHON cHUCcTeMbl. M eciim B KadecTBe OCHOBHOHM Oblla BBIOpaHa pyccKas packiaaka, a IMapoJib
MOJIb30BaTENh MPEANOYNTACT HAOMPATh HA AHTJIMKUCKOW, TO MPUIETCS TOCTOSIHHO MEPEKIII0YaTh PACKIAIKY
KJIaBHaTyphl B OKHE BXoJa B cucrteMmy. YrToObl u30ekaTh A3TOTO, HEOOXOIMMO B paszferne peecTpa
HKU\Default\Keyboard Layout\Preload oTpemakTUpOBaTh CTPOKOBbIE mapaMeTpbl «1» u «2».
[Tapametp «1» COOTBETCTBYET pacKiaJke KJIIABHATYpHI 10 YMOJNYAHUIO, a «2» — JOMOJHUTEIBHONH. DTH
napameTpsl MOTYT uMeTh 3HaueHust 00000409 (anrnmiickas packianka) wiu 00000419 (pycckast packianka).

Hacmpotixa pesxcumos pabomvr Windows

HN3meHeHHne perucTpaloOHHbIX JAHHBIX

Jiis Toro 4YToOBl HM3MEHUTH PErHCTPAIlIOHHBIC JAHHBIE O TMpPaBe WCIOIb30BAHUS IPOTPAMM,
YCTAaHOBJICHHBIX Ha KOMIbIOTEpe, HeoOxoaumo B pazaene HKLM\SOFTWARE\Microsoft\Windows
NT\CurrentVersion U3MEHHUTh CTPOKOBBIC MapaMeTpbl RegisteredOwner u RegisteredOrganization.
3HaveHne mapamerpa RegisteredOwner 3agaeT WMs BiIazenblla, a mapamerpa RegisteredOrganization —
Ha3BaHUE OpraHU3aIUu.

Hacrpoiika napaMeTpoB BOCCTAHOBJIEHHS CHCTEMBI

B omnepannonnoit cucreme Windows peann3oBaHa TEXHOJOTHsSI BOCCTAHOBJICHHS CUCTEMBI (System
Restore) — mist ee peanusauuy B CUCTEME CO3JAIOTCA TOYKM OTKATa, K KOTOPBIM BIIOCIEACTBHUH MOYKHO
BEpHYThCS. Bce oTHOCsIMMECS K BOCCTaHOBIIEHUIO crcTeMbl apaMmeTpbl Tuiia REG. DWORD naxondarcs B
pasgene peectpa HKLM\Software\Microsoft\Windows NT\CurrentVersion\SystemRestore.
Hcnons3yrores cnenyronme napaMmeTpsl:

DiskPersent (pazmen HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\
SystemRestore\cfg)— B KauecTBE ero 3HAYCHHsI YKa3bIBACTCs, KAKOM 00bEM IMCKOBOTO MPOCTPAHCTBA
OyzZeT ucnosabp30BaTh nporpamma. [1o ymomganuto st TUCKOB ¢ 00beMoM Ootee 4 '6aiit ucnons3yercs 15%;

RPGloballnterval — napametp 3agaeT MHTEpPBaJ BPEMEHU B CEKYHJaX, B TEUECHHE KOTOPOTO JIUTCS
O’KMJIaHHE TIepe]] CO3aHNEM HOBOM KOHTPOJIbHOU TOUKH. [1o ymomruanuto 3uaueHue pasHo 86 400 ¢ (24 u);,

RPLifelnterval — mapameTp 3aaeT UHTEPBaJ BPEMEHH B CEKYHJIaX, B TEUEHUE KOTOPOTO Iporpamma
XPaHHUT TOYKHA BOCCTAHOBJIEHUS niepea ux ynainenueM. [1o ymomaanuio — 90 aueit (7 776 000 c);

RPSessionInterval — mapameTrp 3agaeT NPOMEXYTOK BPEMEHH B CEKyHJaxX, B TEUEHHE KOTOPOTO
porpaMma OXHAAeT Nepel CO3JAHHUEM HOBOM KOHTPOJIBHOM TOYKM IPU BKIIOUYEHHOM KOMIIBIOTEpE.
3naueHue (0 COOTBETCTBYET OTKJIIOYEHMIO OXXHUIaHUS. MOJKHO yCTAaHOBUTH CBOE 3HAadeHHE (HaIpUMep,
MHTEpBaJI B 4ac), 4ToObl MporpaMma co3zaBajia KOHTPOJIbHbIE TOUKU Yepe3 3a/laHHbIA HHTEPBaJl.

Hacrpoiika aBTo3arpy3ku nporpamm

Bce mapameTpsl aBTO3arpy3sku Nporpamm cojlepikarcs B paszzaene peectpa HKLM\Software)
Microsoft\Windows\CurrentVersion, BHyTpH KOTOPOI0 UMEIOTCA MoApa3aeisl Run, RunOnce ¢
BKJIFOYEHHBIMH B HUX CTPOKOBBIMHM ITapaMETPAMM, OTBEYAIOLIUMHU 32 3a1ycK nporpamMm. Hazpanue napamerpa
MOKET OBITh IPOU3BOJIEHBIM (OOBIYHO OHO COBIAAAET C Ha3BaHMEM INPOIPAaMMBbl), @ B KaUeCTBE 3HAYCHUS B
9TUX IMapaMeTpax YKa3bIBAaeTCsA MyTh K 3allycKaemMou nporpamme. B paznene RunOnce HpONUCHIBAIOTCS



IpOrpaMMBbl, KOTOpbIE 3alyCKaloTCs BCcero oAuH pa3. K mpumepy, mpu ycTaHOBKE HOBBIX MPOrpaMMm
HEKOTOpbIE M3 HUX IPOMNMCHIBAIOT TyJa KIIOYHM, YKa3bIBalOIIME HA KaKHe-THMOO HAcCTPOEUYHbIE MOJYIIH,
KOTOpBIE 3allyCKalOTCsl cpa3y IOCie Iepe3arpy3ku KoMIbloTepa. Takue KIouM IOCNIe CBOEro 3amycka
aBTOMaTHYECKH yAasstoTcs. s yaaneHus Tol nid HHOM IporpaMMBl U3 aBTO3aIlycka JOCTaTOYHO YAAIUTh
COOTBETCTBYIOLINH mapaMmeTp u3 paszgena Run. K mpumepy, B pa3zaene Run MOXeT HaXOAUTHCS Mapamerp
ICQ Lite co 3nauenmem C:\Program Files\ICQLite\ICQLite.exe — minimize, oOTBeYalOmUi 3a
aBTomatnueckuii 3amyck ICQ mpu crapre xkommbioTepa. Ecnu Bl He xoturte, uToObl ICQ craproBana
aBTOMaTHYECKH, TO JAHHBIA apaMeTp MOXKHO YAAIUTh.

HacTpoiika KOHTEKCTHOT0 MEHIO NManokK u (aiijion

ITpu ycranoske nporpamm Ha [1IK KoHTeKCTHOE MeHIO (ailyloB M ManoK, BO3HUKAIOIIEE MPHU IIETIKEe
MpaBoi KHOMKOM MBIIIM Ha O3TUX OJEMEHTaX, I[IOCTENIEHHO 3alojHsIeTCsd JIMIIHUMH [yHKTaMH.
OTKOppEKTUPOBATh CIMCOK BCEX IYHKTOB KOHTEKCTHOIO MEHI0O MOXHO B pas3liele peecTpa
HKCR\*\shellex\ContextMenuHandlers, B KOTOPOM B Ka4eCTBE MOJIPA3/CIIOB CIY>KaT KOMaH/IbI,
oToOpaskaemble B MEHIO JIF0O0ro0 daiina. [Ipn HeoOX0AMMOCTH HEHYKHBIE KOMaHIbl MOKHO YIQJIUTh.

OTK/II0YEeHHE CTAHIAPTHOI0 ABTO3aIyCKA KOMIIAKT-AUCKOB

YroObl OTKIIIOYUTH ABTO3AIyCK KOMIIAKT-IMCKa, HEOOXOAUMO B paszzaeine peectpa HKLM\SYSTEM\
CurrentControlSet\Services\CDRom yCTaHOBUTh 3HaueHUEe mnapamerpa AufoRun Tuna
REG_DWORD paBHabMm 0.

Kpowme BrilIeHa3BaHHOTO c110Cc00a, CYIIECTBYET U APYToil, HOBBIN METO/T aBTO3aITyCKa KOMIAKT-/UCKOB,
TUTSt OTKJIIOUCHUS KOTOPOTO HE00X0TUMO nepenTu B pazzen peectpa
HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\AutoplayHandlers
\CancelAutoplay\Files. B HeM HaxoasaTcsi TEKCTOBBIC MapaMeTpPhl, CoAepIKaliue uMeHa (aiios, u
ecnu Takue (paiiael OyayT MPUCYTCTBOBATH Ha KOMITAKT-IMCKE, BCTPOCHHBIN AutoRun 3amycKaThbcs HE CTAHET.
JloGaBneHne cTpoKOBOTO apameTpa *.* (To ecth Moboro (aityia) OTKIIOYUT aBTO3AIMYCK.

Veenuuenue ovicmpooeticmsusi Windows

YBenueHHe CKOPOCTH OTKPBITHS OKOH

Jlnst Toro 4yToOBl YBEIMUYUTH CKOPOCTh OTKPBITHS OKOH (BCIUIBITHSI MEHIO), HEOOXOIMMO B pasjielne
peectpa HKCU\Control Panel\Desktop co3gare mapamerp MenuShowDelay tuna REG SZ u
npucBouth emy 3HadeHue 0. Ilo ymomuanuto 310 3HaueHue paBHO 400. 3HaueHue 0 COOTBETCTBYET
OTCYTCTBHUIO 33JCPXKKH IPHU OTKPBHITUM OKOH; MaKCUMAaJlbHOE 3HAU€HHE JAHHOIO IMapaMeTpa COCTaBISET
32767.

YMmenbuienne pparmeHTHPYEMOCTH 001bIINX (PANHIOB HA THCKe

Jlisg Toro 4toObl OmepalMoOHHas cucTeMa Mpu 3amnucu (ailia Ha JUCK CHayaja Halula JJs HEro
HamOoJee MOaXOsIIee MO pa3Mepy MECTO U MMOMECTHIIA €ro Ty/la, Kak MOKHO MEHbIIIE TPO0s €ro Ha YacTH,
B pazaen HKLM\System\CurrentControlSet\Control\FileSystem Heo0XomuMo 100aBHUTh
napametp ContigFileAllocSize Tuma REG_DWORD co 3nadennem paBHbiM 00000200, koTOpwIid U
oTpesieNisieT MaKCUMAaJbHBIN pa3Mep HeparMeHTUPYeMOoro OJIoKa JaHHBIX Ha nucke. [Ipu xenanuu pazmep
Takoro OJIOKa MOXKHO YyBENIHYUTH. JlaHHas HacTpolika MOXKET OBITh OYEHb IOJE3HOW Mpu paboTre ¢
MyJbTHMEMA (YMEHbIIAETCS Harpy3Ka Ha TUCK M MPOIECCOp MPH 3allUCH U BOCIIPOU3BEICHUH BUIEO- MU
3BYKOBBIX (paityioB).

Hacrpoiika Boot defrag

Cytb ¢ynkuuu Boot defrag 3axmiouaercs B [epparMeHTaly Tex (paiaoB, KOTOpbIC HY>KHBI JIJIs CTapTa
OTIepaIlMOHHOI cucTeMbl. BbikitoueHre 3Toil PyHKIMH MMO3BOJIUT Ha HEKOTOPOE BPEMSI YMEHBUIUTh BpPEeMs
3arpy3Ku, HO MIOCTENIEHHO OHa OyJIeT CTAaHOBUTHCS Bce MeaiieHHee. Eciin He0OX0qMMO OTKIIIOUUTH JaHHYIO
byHKIHIO (menmath 3TO HE pekoMmenmyercs!), TO B pasmene
HKLM\ SOFTWARE\Microsoft\Dfrg\BootOptimizeFunction HY’KHO OTPEaKTUPOBATH
napametp Enable, npucBouB emy 3HaueHue N (1o ymomdanuto GyHKuus Boot defrag akTUBUpOBaHA M
napameTpy MpHUCBOCHO 3HaueHHe Y).



Ouucrka daiijia nogKa4YKu

@aiin noakayku pagefile.sys CIAyXHUT I BUPTYaJbHOTO YBEIIMYECHHUS pa3Mepa UCIOIb3yeMOH
OTIepaTUBHOM MMaMATH, U B HETO, IO Mepe HEOOXOAMMOCTH, BBITPYKAIOTCS JAHHBIE U3 ONIEPATUBHOM MaMSITH,
a MoToM noArpyxatorcsi oopatHo. Ilocie 3aBepiieHust paboThl ONEPalluOHHON CUCTEMBI B (haiiie moJIKauKu
MOTYT OCTaBaThCsI BRITPY>KEHHBIE B HETO JaHHbIE. 111 ouncTKy (aiiina moAKauyKy Mociie 3aBepIIeHUs: paboThI
HYXHO B pazzeinie peectpa HKLM\ SYSTEM\CurrentControlSet\Control\Session Manager\
Memory Management mnpucBouth mnapamerpy ClearPageFileAtShutdown tuna REG_DWORD
3HaueHue 1.

Hacrpoiika pexxuma UCno/1b30BaHuA (pailia NoaAKaYKU

[Ipn wamuuuum B [IK OGospmioro oObeMa OINEpaTUBHOW TMaMSTH MOXKHO TIOMBITAThCS TTOBBICHUTH
MPOU3BOIUTEIIEHOCTh CUCTEMBI, 3aIIPETUB BRITPYKaTh B (paiiil MOIKaYKH 3aIyIleHHbIE CHCTEMHBIE TpaliBepbl
¥ TMOJIb30BaTelbCcKue Koabl. Jlyisi 3Toro B pasnene peectpa HKLM\SYSTEM\CurrentControlSet\
Control\SessionManager\Memory Management mnapamerpy DisablePagingExecutive Tuna
REG_DWORD Heo6x01uMo IpUCBOUTH 3HAaYeHUE 1.

JlanHyro TIporieaypy IesiecooOpa3Ho MPOU3BOAUTH TOJIBKO MPU 00bEME OMEepaTUBHOW MamsaTh Ooliee
1 I'6aiir.

Yckopenune npouecca 3apepuienus padorsl Windows
Cy1iecTByeT BO3MOXKHOCTH OIPEICISITh BEIMYMHY BPEMEHHOTO HWHTEpBaja, B TEYCHHE KOTOPOTO
cUCTeMa JIOJKHA 3aBEPIIUTH CBOIO padoTy. Jliist 3Toro B pa3aenax peectpa
HKILM/SYSTEM/CurrentControlSet/Control,
HKLM/SYSTEM/CurrentControlSet001/Control,
HKLM/SYSTEM/CurrentControlSet002/Control
HeoOxoaumo co3aath cTpokoBbid (REG_SZ) mapamerp WaitToKillServiceTimeout, KOTOpBIA 3amacT
BPEMEHHYIO 3aJI€P>KKY 3aKpbITUSI BCEX 3alyLIEHHBIX CEPBUCOB B MMIUIMCEKyHJax. [lo ymonuanuio ero
3HayeHue paBHo 20 000, to ects 20 c. g cokpalleHUus BpPEMEHU 3aBEPIICHHS HY>KHO YMEHBIIUTH 3TO
3HaueHnue, Hanpumep, 10 10 000, uro sxBuBaneHTHO 10 ¢. CIMIIKOM CYIIECTBEHHOE YMEHBIUICHNUE 3HAUCHUS
ATOTO KJIF0Ya HE MO3BOJUT CUCTEME KOPPEKTHO 3aBEPIIUTh 3aMyIEHHBIE CEPBUCHI, UYTO MOXET CKa3aThCs Ha
cTabunpHOCTH 3arpy3ku. B mporecce 3aBepiieHHs pa0OTHI CHCTEMa yBEIOMIISIET BCE CEPBUCHI U JaeT
Ka)KJIOMY W3 HUX BPEMsI Ha KOPPEKTHOE 3aKPBITHE, IO UCTEYCHUH KOTOPOTO CEPBUC YHUUTOXKAeTcs. [Ipu aTom
HEKOTOpBIE IMapaMeTphl HACTPOWKH CEepBHUCAa MOTYT OBITh HE coxpaHeHbl. ClemoBaTeNnbHO, €CIU MPHU
YMEHBIIIEHUH 3TOTO BPEMEHHU CUCTEMa CTAHOBUTCS HECTAOMIILHOM, PEKOMEHIYETCSl YBETMYUTH 3TO 3HAYCHUE
JIO TOCTHKCHUS CHCTEMOI MOJIHOM CTaOUIBLHOCTH.

Hacrpoiika BpeMeHH, 110 HCTEYEHUH KOTOPOIro NPHJIOKEHHE CYUTACTCH 3aBUCIIUM

[Iporpamma cuMTaeTcs 3aBHCIICH, €CllM OHAa HE pearupyer Ha oOpamieHue K Hed. Ilo ymomdyanuio
3aBUCIIHNM SIBJISIETCS MPUIIOKEHHE, KOTOpoe He oTBeuaeT B TeueHue S000 MUIITMCEeKyHA. DTOT BPEMEHHOU
MHTEPBAJl MO’KHO U3MEHUTH B pazfene peectpa HKCU\Control Panel\Desktop, Ajid 4ero cienyer
orpenaktupoBatb cTpokoBblii (REG_SZ) mnapamerp (mepBoHayalbHO €ro MPHUAETCS  CO3/aTh)
HungAppTimeout, TpUCBOUB €My HEOOXOAMMOE 3HAYEHUE B MUJUIMCEKYHAAX (PEKOMEHIyeMOe 3HaYeHHE —
1000).

ABTOMaTHYeCKOe 3aBeplIeHHe 3aBUCIHINX IPOrpaMMm

Jlis Toro 4toObl pa3pelIuTh CUCTEME aBTOMATHMYECKH 3aBepIlaTh 3aBHUCILIKE MPOLECCHl, B pasjene
peectpa HKCU\Control Panel\Desktop (Ie€pBOHAYAIBHO €r0 MPHUAETCSA CO3[aTh) HYKHO IPHUCBOUTH
cTtpokoBoMy mapametpy AutoEndTasks 3Hauenune 1. 3HaueHue 2 COOTBETCTBYET TOMY, UTO IMPOIIECCHI HE
3aBepuIatoTCsl aBToMaTudecku. CrucreMa 0XKHAaeT, KOraa MPOoLEece 3aBEPIINTCS, U €CIIM BPEMsI 3aBEPLICHUS
mpolecca MpeBblIIaeT 3HayeHue mnapamerpa HungAppTimeout, TO TOSBISETCd AUAJIOrOBOE OKHO,
YKa3bIBaIOLIEE, YTO MPHIIOKEHHUE 3aBUCIIO.

HacTtpoiika BpeMeHn 0KHIaHMSA Nepe/ 3aBeplieHHeM 3aBHCIIero NPHJI0KeHUs



Y cTaHOBUTH BpEMA OXKUJaHUA TICPC 3aBCPIICHUCM 3aBUCIICTO MPUIIOKCHUA MOKHO ITYTEM CO3JaHUSA
B pazzene peectpa HKCU\Control Panel\Desktop crpokoBoro nmapamerpa WaitToKillAppTimeout n
MNPUCBOCHUA €MY 3HAUCHUS BPCMCHU OXUAAHHA B MUJUIMCCKYHIAX. IIo YMOJYaHUIO 3TO BPEMs COCTABJISACT
2000 mumucexkysn (pexomenayercs — 1000).

OnTuMuszanmst padoThl AAPa ONEePANMOHHON CHCTEMBI

Jlnst Toro uToOBl NPEAOTBPATUTH COpAaChIBAHUE HCHOIHUMOTO KOJa Apa ONEPallMOHHON CUCTEMBI U3
OTIepaTUBHOM MaMATH B (aiiil moaAKavKy (UTO CIydaeTcs MPU HEXBATKE ONEPATHBHOMN MaMsATH), HEOOXOIMMO
B pasmene  peectpa  HKLM\System\CurrentControlSet\Control\SessionManager\
MemoryManagement npucBouth napamerpy DisablePagingExecutive Tuna REG_DWORD 3nauenue 1.
[To ymonmyanuio ycTaHaBIMBAaeTCs HYyJIEBOE 3HAUCHHE JAHHOTO MapaMmeTpa, TO €CTh JOIYCKAeTCsl BhIrPy3Ka
UCTIOJHUMOTO KO/Ia siipa B BUPTYAIbHYIO NMaMATh Ha JKECTKOM JWCKe. [IaHHYIO OMIIMIO HENb3sl BKIIIOYATh B
TOM ciTy4ae, eciii npuMensercs crsimui (hibernate) wnu sxaymmii (standby) peskxum KomMmbroTepa.

Hacrpoiika npuopurera npomeccopa

YroObl OCHOBHBIE PECyPCHI ITpolieccopa ObLIN OTAAHbI 3ayICHHBIM IPUIOKEHUM, a (POHOBBIE 3a/1a41
nMenu 0oJiee HU3KHUKM MPUOPUTET, HEOOXOAMMO OTpEIaKTUPOBaTh napameTp Win32PrioritySeparation Tuna
REG_DWORD B pazzeine peectpa HKLM\SYSTEM\CurrentControlSet\Control\PriorityControl.

[To ymonuaHuio 3HaYeHHE 3TOTO MapameTpa paBHO 2, MPU TOM YTO OH MOKET MPUHUMATh 3HAUEHUS B
nuarnazoHe ot 0 1o 26 (hex). [Ipu HyneBoM 3HaUYCHHH NTapaMeTpa aKTUBHBIE U (JOHOBBIE MPHIIOKEHHSI UMEIOT
OJIMHAKOBbIN npuoputer. [Ipu 3HaueHun 1 aKTUBHBIE MPUIIOKEHUS MOJIy4al0T HEMHOTO OOJIbIIE PECYPCOB,
4yeM ()OHOBBIC, PU 3HAUYEHUH 2 — elie OoJblie pecypcoB U T.A. (PEKOMEHIyeMoe 3HaYeHUe JIJIsl He OYCHb
npoun3BoauTeNbHBIX [1K — 6).

OTkiarouenue Tadaunbsl coBMectuMocT B NTFS

[To ymomuanuio mpu ucnoib3zoBaHuu aitnoBoit cucremsl NTFS cucrema cosmaer cnenuaibHyIO
TaOJIUIy COBMECTHMMOCTH CO CTapblMU IPUIOKEHUSMH, KOTOpbIE MOT'YT paboTaTh TOJBKO ¢ (haillIoBBIMU
umeHamu B popmate MS-DOS (Bocemb CHMBOJIOB MMEHHU (paiija M TpU CHUMBOJIA JUISI €T0 PACUIMPEHUS).
JlaHHass BO3MOXKHOCTBb B HACTOSINEE BpPEMs HEAKTyajdbHa, M €€ MOXKHO OTKIIOYHTH, YTO IIOBBICUT
IIPOU3BOUTENIBHOCTh CUCTEMBI. [[71s1 aTOro B pasaene peectpa HKLM\System\CurrentControlSet\
Control\FileSystem mapamerpy NifsDisableSdot3NameCreation tnunma REG _DWORD nyxHO
MPUCBOUTH 3HaUEHUE 1.

OO0OHOBJIeHNE METKH MOCJIEIHEro 10CTyna K namnke

Ecnu nmpumensiercs ¢aitnosas cucrema NTFS, To mo ymonyanuio onepanuoHHasi CUCTEMa OOHOBIISET
METKY IOCJIEJHETO JOCTYIA K MalKe IPU €€ OTKPBITUU. JDTa BO3MOKHOCTh MOKET TOPMO3HUTH CUCTEMY IIPH
CIIMIIKOM OOJIBIIIOM KOJIMUECTBE (hailyioB Marok, 1, €CIIM OHA BaM HE HY)KHA, €€ MOXXHO OTKJIIOUUTh. J[j1st 3TOTO0
B pazmene peectpa HKLM\SYSTEM\CurrentControlSet\Control\FileSystem ycTaHOBUTE
napamerp DWORD NifsDisableLastAccessUpdate Tuma REG_DWORD pashbim 1.

Hacmpoiixa 6ezonacnocmu

YcranoBka cnocoda qoctyna K o01uM pecypcam

3a HacTpoilky crmocoba AocTyma K OOIIMM pecypcamM KOMIBIOTEpa U3 CETH OTBEYAeT MapaMeTp
Restrictanonymous tuna REG_DWORD B paznene peectpa HKLM\System\CurrentControlSet\
Control\Lsa.

[Ipu 3HaueHMM STOrO mMapaMmeTpa, paBHOM 1, 3ampemieH aHOHMMHBIM Aoctym. [lonmp3oBarensam He
pa3peleHo IpocMaTprBaTh YAaJIEHHO YUSTHBIE 3aliCH U 001Iue pecypebl. [Ipu 3HaueHnu 2 3amperiieH 100
HESIBHBII JIOCTYI K CHUCTEME (B CETEBOM OKPYKEHHH KOMIIbIOTEp HE OyAeT BHJIEH, OJHAKO JOCTYIl K HEMY
MOXKHO TMOJTY4YuTh Yepe3 ero [IP-aapec).

CokpbiTHe KOMIIbIOTEepa B CeTn

Jyiss Toro 94TOOBI KOMIBIOTEP OBLT HE BUJEH B CETH (B CETEBOM OKPYXXEHHUH), HEOOXOIUMO B pasjieie
peectpa HKLM\System\CurrentControlSet\Services\LanmanServer\Parameters IPUCBOUTH
napamerpy Hidden Tuma REG_DWORD 3nauenue 1.






3amanus k jadbopaTopHoi padore

3aoanue 1. PesepBHasi Konus peecTpa
1. Co3naiiTe KONHIO peecTpa.
2. YcraHOBHTE 3alpeT Ha U3MEHEHHE 000€B paboyero CToja MpH MOMOIIHU peecTpa.
3. YcranoBure otoOpaxenue Bepcuu Windows Ha pabodem cTode.
4. BoccraHOBHTE HACTPOWKM peecTpa Mpy MOMOIIM MMIIOpTa COXpaHeHHoro (aiina. YOeaurech, 4yTo
JaHHbIE OBUTH BOCCTAHOBJICHBI.
3aoanue 2. Hactpoiika KoMnbTepa
1. Co3pmaiiTe TOUKYy BOCCTAHOBIICHUSI CHCTEMBI.
2. ITpu nomoru reg-¢aiina BEITOIHUTE CIEAYIONINE NeHCTBUS:
- Jlo6aBwTe 3Hau0k Kop3uHsb! B manky Moi KOMITBIOTED.
- JloGaBpTe KOMaHAy PemakTop peecTpa B KOHTEKCTHOE MeHIO Moii kommbioTep. Hactpoiite myHKT
MEHIO Ha 3aIyck nmporpammsl Regedit.
- OTKIII0UUTE OTOOPAKEHUE CTPEIIOK SPIIBIKOB.
- [TomeHnstiiTe packiIa Ky KIaBUaTypbl B OKHE IPUBETCTBHUSI.
3. IlpenwsiBuTe paboTy MpenoaaBaTemio.
4. Co3zpnaiite reg-¢aiis, BOCCTAaHABIMBAIOIINNA BCE BHECEHHBIC BAMU U3MCHEHUSI.
3aoanue 3. HacTpoiika aBTOMaTH4e€CKOI0 BX0Ja B CHCTEMY
1. Co3nmaiiTe monb30BaTeNsi, HA3HAYBTE EMY JIOTUH U TapOJib.
2. HactpoiiTe aBTOMaTH4eCKUI BXOJ B CHUCTEMY JUIsi HOBOI'O IIOJb30BATEN C OINPEACICHHBIM
KOJIMYECTBOM BXOJIOB.
3. ITokaxkute, 4TO KOJIMYECTBO BXOJIOB YMEHbIIAETCS HA | MPHU KaX10M BXOJE.
3aoanue 4. Hactpoiika pe:xxumoB padorsl Windows
1. HactpoiiTe KOMIbIOTEp TaK, YTOOBI MPH KAXIOM BX0JIe 0TOoOpakanochk cooduienue ¢ Bammm OO
Y TPYIIOM.
2. HactpoliTe KOMIIBIOTEP TaK, YTOOBI MPU KAKIOM BXOJIE 3aITyCKaJICs KABKYJIATOP.



